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INTRODUCTION TO THE FREEDOM OF INFORMATION ACT (FOIA)

“The Freedom of Information Act (FOIA) is meant to ensure that the public
has access to information that is maintained by the government. FOIA aso
recognized that the government must safeguard certain information that falls
under one of the nine FOIA exemptions. Some of the requirements of the
Electronic FOIA Amendments of 1996 ensure access to government
information maintained in al formats (e.g. E-mail, back-up tapes), and makes

more information available to the public electronicaly.”
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FREEDOM OF INFORMATION ACT, 5 USC 552
SECTION IV(A): FOIA/LEGISLATIVE HISTORY/OVERVIEW

HISTORY OF FOIA

The Freedom of Information Act (FOIA) establishes a presumption that records in the possession of
agencies and departments of the Executive Branch of the United States Government are accessible to
the people. Thiswas not dways the approach to Federd information disclosure policy. Before
enactment of the FOIA in 1966, the burden was on the individua to establish aright to examine these
Government records. There were no statutory guidelines or procedures to help a person seeking
information. There were no judicia remedies for those denied access.

The FOIA evolved after a decade of debate among agency officids,, legidators, and public interest
group representatives. 1t revised the public disclosure section of the Adminigtrative Procedure Act.

With the passage of the FOIA, the burden of proof shifted from the individud to the Government. The
“need to know” standard has been replaced by a*“right to know”. The Government now has to justify
the need for secrecy. Amendments were made to the FOIA in 1974, 1976 and 1986, because of the
broad interpretations the agencies were giving in aress as fees, time ddays, and administrative details.
Requirements such as the listing of records withheld, withholding only portions of the records withheld,
Nationd defense and investigatory files were dso included in the requirements.

Because Sec. 552(a)(6) provides apped rights to the FOIA requester denied access to records or
parts of records, hundreds of decisions by the courts have been made since 1966 which have further
clarified the FOIA process, and interpreted terms within the law.

The FOIA coversdl records under the custody and control of Federal Executive Branch agencies. It
does not apply to Congress or the courts, nor does it apply to records of state or local governments.
Nearly al state governments have their own FOIA-type statutes.

The Department of Justice is the agency responsible for coordinating adminigration of the FOIA and
encouraging agency compliance.
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FOIA/PRIVACY ACT CONTACTS

DOI FOIA/PA Officer ............ AlexandraMdlus . ............ (202)208-5342

Bureau FOIA/PA Officer MailynLegnini .............. (202) 452-5013
WO 520

CA FOIA Officer ............... Tony Staed ... ... (916) 978-4611
DSD, Externd Affars

CA FOIA Coordinator/ ........... Lary Weitzd . ............... (916) 978-4409

Privacy Act Officer .............. Records Adminigtrator .. ....... FAX (916) 978-4416

CA FOIA (Electronic) ............ May LouWest .............. (916) 978-4412
Externd Affars

CDD FOIA Coordinator .......... DoranSanchez............... (909) 697-5220
Public Affairs Specidist ........ FAX (909)697-5296

DOJWEB SITE
http:/Amww.usdoj.gov/oip/oip.htm

DOl FOIA HOMEPAGE
http:/Amww.doi.gov/foial
FOIA WEB SITE

http://web.blm.gov/interna /wo-500/wo-520/Info_Access/info_access.html
Information Access Policy (FOIA and Privacy Act)

EFOIA HOMEPAGE

http:/Aww.blm.gov/nhp/efoial
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CALIFORNIA FOIA COORDINATORS

May 1999
OFFICE COORDINATOR PHONE FAX NUMBER
NUMBER
State Office Lary Weitzel 916-978-4409 916-978-4416
Bekerdfield Larry Mercer 805-391-6010 805-391-6040
Bishop Steve Addington 760-872-4881 760-872-2894
Folsom Deane Swickard 916-985-4474 916-985-3259
Hollister Bob Beehler 408-630-5000 408-630-5055
CA Desart District Doran Sanchez 909-697-5220 909-697-5296
Ridgecrest L oretta Pedersen 760-384-5414 760-384-5499
Palm Spr.-So. Coast | Rosemary Rusk 760-251-4805 760-251-4899
El Centro Rita Smelser 760-337-4400 760-337-4490
Barstow Bessie Hayes 760-252-6010 760-252-6098
Needles Elaine Downing 760-326-7005 760-326-7099
Alturas Adde Enderlein 530-233-4666 530-233-5696
Arcata Linda Roush 760-825-2300 760-825-2301
Clear Lake Dave Fatch 707-468-4053 707-468-4027
Eagle Lake Jeff Fontana/ LindaHansen | 530-257-0456 530-257-4831
Redding Frank Velarde 530-224-2100 530-224-2172
Surprise Susan Stokke 530-279-6101 530-279-2171
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FREEDOM OF INFORMATION ACT/PRIVACY ACT
REGULATIONS AND GUIDANCE

Pagelof 3
FEDERAL REGULATIONS
5U.S.C. 552 Public information; agency rules
43 CFR Part 2, Subpart A& B DOI FOIA Regulations
43 CFR Part 2, Subpart D DOl Privacy Act Regulations

DEPARTMENT OF JUSTICE

Annua FOIA Guide and Privecy Act Overview (Mailed annudly to each Fidd Office)

DEPARTMENT OF THE INTERIOR

383 DM 15 DOI Guidance on the FOIA
383 DM 1-14 DOI Guidance on the Privacy Act

BLM WASHINGTON

BLM Manua 1220.11C Agency Records Under FOIA

BLM Manud 1278 External Accessto BLM Information

BLM Manua 1203, App.1 1278 - Authority to Sign Freedom of Information Act
(FOIA) Responses

WO IB 97-121 Supreme Court Decison on BLM Mailing List Case

WO IM 94-207 Policy for Types of Agreements to Share, Exchange or
Purchase Data

WO IM 95-161 Memorandum of Understanding with Interagency Groupsto

Identify FOIA and Records Management Activities

WO IM 95-164 Confidentid Handling of Oil and Gas Informal Expressions
of Interest Filed Under 43 CFR 3120.1(€) by the Public
Requesting Lands to be Offered for Competitive Lease Sde

WO IM 96-060 Processing of Temporary Directives and Posting on the
Internet Internal BLM Home Pages

WO IM 96-060, Chg. 1 Claification of Review and Processing of Temporary Directives
and Pogting on the Internet Internd BLM Home Pages



REGULATIONS AND GUIDANCE
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WO IM 96-060, Chg. 2 Further Clarification of Review and Processing of Temporary
Dir ectives and Posting on the Internet Internal BLM Home Pages

WO IM 96-114 Secretarid Review of Mineral Patents Pursuant to Secretaria
Order 3163 and Bureau Instruction Memorandum 93-266

WO IM 96-175 Handling Requedts for Paeontologica Locdlity Information

WO IM 97-021 Processing Requests for Radio Frequency Assgnment Information
Regarding Endangered Species Locations and Law Enforcement

WO IM 97-031 Withholding Contractor Proposals Under Exemption 3 of the FOIA

WO IM 97-039 Records Required Electronically Under P.L. 104-231

WO IM 97-046 Implementation of the Freedom of Information Amendments of 1996

WO IM 97-094 Interim Guidance - Records Access Categories List

WO IM 97-109 New Procedures for Evauating Comment Letters Submitted on
Proposed Agency Initiatives/Respondents Persond Privacy Interests

WO IM 97-138 Providing Portions of Purchase Cardholders Lists Pursuant to the
FOIA Frequently Requested Records

WO IM 97-182 Safeguarding of Bureau Electronic Privacy Act Records and Privacy
Act Access Redtriction Notices

WO IM 97-183 Making Records Available Viathe BLM Electronic Reading Room
HOMEPAGE Requirements by the 1996 FOIA  Amendments

WO IM 98-067 Interim Guidance: Cost Recovery Rates for Public Purchase of
Automated Land and Mineral Records System Reports and Data

WO IM 99-063 Cost Recovery Fee Schedule for Public

WO IM 99-112 Solicitor’' s Memorandum on Openness and Confidentidity: A Primer

on Privileges



DW IB 95-4077

DW IM 96-4028

IRM Bulletin 96-04

Specid Guidance

REGULATIONS AND GUIDANCE
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Records Administration Guidance for Information Stored and Transmitted
Electronicaly
Requedtsfor Ligtings of Bureau Electronic Mail Addresses

Processing FOIA Requests for Personal and Per sonnel-Related
Information

FOIA Exemption Check List

CALIFORNIA STATE OFFICE

CA IB 97-002

CA IM 97-044
CA IM 97-051

Specid Guidance

Applicability of Freedom of Information Act (FOIA) to Electronic Mail
M essages (E-mall)

FOIA Policy and Procedures/Delegation of Authority
Procedures for Processing FOIA Requests

Checklist for Preparing a FOIA Response

NATIONAL TRAINING CENTER

BLM Video

“To Sarve the Public”



MEMORANDUM
Wednesday, February 10, 1999 1:22 pm

To: BLM - FOIA/RA
From: Marilyn Legnini
Subject: Agency Records Under the FOIA

The Department FOIA Appeals Officer is concerned about a recent FOIA-Appea made because aBLM
office erroneoudy denied a request for an e ectronic message because the office did not consder the
electronic form of the message an "officid agency record”. The BLM office cited in its response to the FOIA
requester the 36 CFR 1222.12 and 44 USC 3301 (not the FOIA statute or regs).

Please remember that the definition of "record” that is subject to a FOIA request is different than that defined
in the Federal Records Act.

The definition of "record” under the new FOIA is revised to include information in eectronic formats (see 5
USC 552(f)(2) & Attachment 2-5 of BLM IM 97-46). Thisisto say that information maintained in
electronic format is subject to the FOIA, and searches must be made through any eectronic fileswhich
contain information responsive to the FOIA request. Any item containing information thet isin the
possession and control of an agency is usually considered to be an agency record under the FOIA.
However, for purposes of the FOIA, "records’ do not include: (A) Library and museum materia acquired or
received and preserved solely for reference or exhibition purposes; (B) stocks of publications and of
processed documents; and (C) computer software which is obtained by an agency under alicensing
agreement prohibiting its replications or distributions.

Also see pages 23 and 36 of the 1998 Deypt. of Justice FOIA overview.
Please make sure the offices under your oversight are familiar with what records the FOIA covers.

Thanks

CC: INTERIOR-CCM.~IOS#MAIN. Alexandra, INTERIOR



FOIA EXEMPTIONS*

”

NOTE: “Only that portion of therecord that appliesto the exemption may be withheld.
Exemption 1 - Classfied Secret Matters of National Defense or Foreign Policy.
Exemption 2 - Internal Personnd Rules and Practices of an Agency.
Exemption 3 - Matters Specificaly Exempted From Disclosure by Statute.
Exemption 4 - Trade Secrets and Confidential Business Information.
Exemption 5 - Internal Memoranda
Exemption 6- Persond Privacy
Exemption 7 - Investigatory Files

7(A) Law Enforcement Proceedings

7(B) Law Enforcement/Right to aFair Trid

7(C) Law Enforcement/Persona Privacy

7(D) Law Enforcement/Confidentia Sources

7(E) Law Enforcement Investigations

7(F) Law Enforcement/Physical Safety
Exemption 8 - Records of Financid Indtitutions.

Exemption 9 - Geologicd and Geophysica Information

* Each of the nine FOIA exemptions are described in detail in BLM Manual 1278.32.



FOIA EXEMPTION CHECK LIST
Pagelof 2

The following anaysis may help the BLM employee in identifying which exemption gpplies to records
requested within the non-public files.

1.

ATTORNEY-CLIENT PRIVILEGED (Exemption 5): Was the information provided to the
Department’ s attorney with the intent that it would be held confidentia? Has the information been kept
confidentia within the Bureaur?

ATTORNEY WORK-PRODUCT (Exemption 5): Was the information prepared by or on behaf of
the Department in anticipation of future litigation?

COMMERCIAL INFORMATION (Exemption 4): Doesthe information relate to business or trade
in which the submitter has acommercid interest?

FINANCIAL INFORMATION (Exemption 4): Isthisinformation taken directly from the
company’sledger? Isthisafind audit summary or auditor’ s working papers?

CONFIDENTIAL INFORMATION (Exemption 4): Will rease of the information cause harm to
the competitive pogition of the company from whom the information was obtained, or impair the
Government’ s ability to obtain smilar information in the future? (Under the FOIA and Executive Order
12600, the company must be notified and dlowed to review any confidentia commercid information
which may be released by the Bureau).

PERSONAL INFORMATION (Exemption 6 or 7): Would release of the information be an
unwarranted invasion of persond privacy? For example, isthere asocia security number, credit card
number, home address, phone number, complaint against an employee, age, and medica history, etc.

PHONE CONVERSATION RECORDS: Only information that is otherwise digible to be withheld
under a FOIA exemption may be withhdld; e.g. identifiers of confidentid complainants, privileged
attorney-client communications, etc. Phone conversation records are not per se withholdable, if they
have been circulated within the Bureau, filed in Bureau files, or otherwise used for officid purposes.

PRE-DECISIONAL DOCUMENT (Exemption 5): (1) Has this document ever been released
outside the Bureau to a non-Federa Government entity? If it has, in most cases, it should be released.
(2) Isthis document or section of document afina policy, or an opinion or recommendation? If the later,
then Exemption 5 gpplies. (3) If this document is not signed or dated, isit afind or draft document? If a
draft, then Exemption 5 gpplies.

PUBLIC FILES: If adocument has been stored in files routindy and readily available to the public,
such as reading-room files, in most cases the document should be released, unless they are confidentia
files marked and placed in the public file. BLM should review public filesfor any confidentid ,materid
which may have been inadvertently placed within thefile.
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10.

11.

FOIA EXEMPTION CHECK LIST
Page2 of 2

PERSONAL FILESVSAGENCY FILES: Notes created soldly for the convenience of the writer
that are not required to be made by the writer as an officid duty, and are not (1) shared with anyone,
(2) kept in Bureau files, or (3) used in an adverse action againgt the employee are not considered
Bureau records under the FOIA and are not subject to aFFOIA request.

OTHER STATUTES (Exemption 3): Isthisinformation protected by another atute? The Indian
Minerds Development Act, Federa Coa Leasing Amendments, Archaeological Resources Protection
Act of 1979, and the Nationd Historic Preservation Act Amendments, for example.

HARM STATEMENT

-11-



“...the Bureau may apply the FOIA exemptions to withhold information only when  the agency
reasonably foresees that disclosure would be harmful to the interest protected
by the exemption.”

A “Harm Statement” identifies what harm would result if the information were released.*
The Department requiresits agencies to develop a*“Harm Statement” to be used for each document,
or portion of adocument, withheld at BLM’ s discretion under a FOIA exemption. It
provides necessary information to the Solicitor’s office in the event of litigation.
When gpplying Exemption 5, a“discretionary” exemption, Government employees are required to

identify what specific harm to Government operations or persond privacy will occur if thereisardease
of information.

* Refer to Draft BLM FOIA Handbook, Chapter 3, Illustration 1, Page 1, for sample statements.

-12-



UNITED STATES DEPARTMENT OF THE INTERIOR
BUREAU OF LAND MANAGEMENT
WASHINGTON, D.C. 20240

July 21, 1994

EMS TRANSMISSION 7/22/94
Instruction Memorandum No. 94-241
Expires 9/30/95

To: AD's, SD's, SCD, and AD-F&LE
Attention: Records Administrators and FOIA Coordinators

From: Director

Subject:  Sound Grounds Determination for Withholding Bureau Information Under the
Freedom of Information Act Exemptions

This Ingtruction Memorandum (IM) transmits guidance and procedures for evauating Bureau of Land
Management (BLM) information and for gpplying the discretionary Freedom of Information Act (FOIA)
exemptions under the new Department of Justice (DOI) requirements.

Reference is made to IM 94-18, concerning the White House and Attorney General Reno's memorandum of
October 4, 1993, issuing FOIA policy concerning the DOI's new position concerning FOIA exemptions
which do not specificaly prohibit release of information. Such exemptionswill be referred to as
"discretionary” exemptions. Attachment 1 identifies these exemptions. The Bureau must now express how
the release of the document will be harmful to the interest protected by the exemption, determine whether
sound grounds exist to withhold the requested information under the FOIA, and consult with its FOIA
attorney concerning this.

Also on February 3, 1994, the Office of the Secretary issued an Administrative Services Letter Number 64,
explaining how the gpplication of these new policies will affect the FOIA review and apped processin the
Department. Below isa summary of the changes which are now required by the Department and the DO,
and which Bureau action offices and FOIA Coordinators will be required to follow immediately.

1) The Attorney Generd has stated in her memorandum that: It shall be the policy of the DOI to defend
the assertion of a FOIA exemption only in those cases where the agency reasonably foresees that
disclosure would be harmful to the interest protected by the exemption. The Bureau may no longer
withhold information merely because it meets the legd requirements for withholding pursuant to theat
exemption.

-13-



Sound Grounds Determination for Withholding Bureau Information Under the
Freedom of Information Act Exemptions (Cont’ d)

2) The Department of the Interior now requires supporting documentation when a FOIA apped is made
concerning the initid withholding of information under the discretionary exemption. It shdl be BLM policy
to complete such a satement attesting to the substantial harm that release of the documents could
reasonably be presumed to cause. This statement is required as part of the initial FOIA process. An
affidavit Sgned by the FOIA Coordinator and identifying the Solicitor consulted is dso required. These
documents will be filed with the FOIA casefile, and will be provided to the Salicitor's Office when a
FOIA apped is made concerning that information. Refer to attachment 2 for a sample harm statement,
and attachment 3 for a sample affidavit.

3) The Department now requires that an explanation of foreseegble "harm” be provided to requesters
when information is denied under any of the discretionary FOIA exemptions. Attachment 5 provides a
sample letter addressing this.

4) The DOI recently has advised Government agencies that the FOIA requester must dso be informed
when information meets the legd requirements of an exemption, and is being released by the agency
because no foreseeable harm applies. Also see attachment 5 for sample language.

Information which may fal under Exemption 5 is often more difficult to identify, attachment 4 is provided to
assg in making an andysis to determine if this exemption applies. If the information meets the legd definition
of Exemption 5, aforeseeable harm must also be expressed.

A Reminder: Indl cases, any releasable portion of the document which does not fall under a specific
FOIA exemption, and for which sound grounds does not apply, should be released.

If you have any questions concerning this memorandum, please cdl Marilyn Legnini of the Divison of
Information Resources Management, Branch of Information Access Policy and Coordination (WO-872), at
(202) 452-5013.

Sgned Authenticated

TerenceF. Call Robert M. Williams
Chief, Divison of Information DirectivesW0873
Resources Management

5 Attachments

1- Ligt of FOIA Exemptions (2 pp)

2 - Statement of Harm for Discretionary Exemptions (1p)
3 - Affidavit (1 p)

4 - Andyssfor FOIA Exemption 5 (2 pp)

5 - Sample Letter Identifying Hann (1 p)
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Attachment 1-1
FOIA Exemptions

A. Exemptions Which Do Not Specifically Prohibit Disclosure.

The Bureau has the option to gpply the following exemptions when there is aforeseegble harm in releasing
thisinformation, and only after consultation with its FOIA attorney. Also refer to the Bureau of Land
Management Manual Section 1278.32E, and the 1993 DOI FOIA Overview.

1"Low" "Records related to the internal personnd rules and practices of an agency

Exemption 2: ..which are of ardatively trivid naure’.

2. Exemption 5: "Inter-agency or intra-agency memorandums or letters which would not
be available by law to aparty ... in litigation with the agency".

The three primary privilegesincorporated into Exemption 5 are: (a) The deliberative process privilege; (b)
the atorney work-product privilege; and (c) the attorney-client privilege.

3. Exemption 6: (Tothe extent the information is not protected by the Privacy Act).
"Personnd and medicd filesand Smiler files'.

4. Exemption 7(C): (Tothe extent the infor mation is not protected by the Privacy Act).
"Law enforcement information ... the disclosure of which could reasonably
be expected to condtitute an unwarranted invasion of persond privacy".

5. Exemption 7(D): (Totheextent theinformation congists of non identifying
information provided by a source). "Records or information compiled
for law enforcement purposes which could reasonably be expected to
disclose the identity of a confidential source

6. Exemption 7(E): "Protection to al law enforcement investigations or
prosecutions if such disclosure could reasonably be expected
to risk circumvention of the law”

7. Exemption 8: "Mattersthat are contained in or related to examination,
operating, or condition reports prepared by, on behaf of, or
for the use of an agency respongble for the regulation or
supervison of finanad inditutions'.

8. Exemption 9: "Geologicd and geophysicd information and data, including
maps, concerning wels'.

-15-



Attachment 1-2

B. ExemptionsWhich Do Not Require Sound Grounds Explanation for Withhdding.

Documentation is not required where the withholdings are made pursuant to the following exemptions:

1. Exemption 1: Nationa Security information.
2."High" "Records related to the internal personnd rules
Exemption 2: and practices of an agency more internal matters, the disclosure

of which would risk circumvention of alegd requirement”.

3. Exemption 3: "Information specificaly exempted from disclosure by
datute’.
4. Exemption 4: "Trade secrets and commercid or financia information

obtained from a person that is privileged or confidentia”

5. Exemption 7(A): "Records or information compiled for law enforcement
purposes, but only to the extent that production of such law
enforcement records or information...could reasonably be
expected to interfere with enforcement proceedings'

6. Exemption 7(B): "Records or information compiled for law enforcement
purposes the disclosure of which would deprive a person of
aright to afair tria or an impartia adjudication”.

7. Exemption 6: (Tothe extent that the documents ar e covered by
the Privacy Act). See above.

8. Exemption 7(C): (To theextent that the documents ar e covered by
the Privacy Act). See above.
9. Exemption 7(D): (For all information other than information that
consists of non-identifying information provided
by a source).
Attachment 2
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Statement of Harm

Documentation for " Sound Grounds' in Withholding is Required for Each Document (or Portion of
Document) Being Withheld for Discretionary FOIA Exemptions. Attach Statementsto the

Affidavit (See attachment 3).

Document
Number

Date

| dentification of Subject, Exemption Cited, and
Harm if Released

1

4/16/92

Letter from the Didtrict Office to the State Director seeking
guidance for oil shade mining. Exempt under FOIA Exemption 5 as
pre decisond. A fina decision has not been made, and release of
the information may inhibit frank discussions on matters of policy
between subordinates and superiors

5/6/92

Record of phone conversation between the Washington Office and
the State Director providing advice on mining policy. Exempt under
FOIA Exemption 5 as pre-decisonal. Release of this information
would harm the qudity of agency policy since afind decison on
policy has not been made.

Law enforcement manuas requested are being withheld under
"high" Exemption 2, which concern subgstantia interna metters, the
disclosure of which would risk circumvention of alega
requirement. Release of thisinformation would risk the
circumvention of agency regulations or statutes.

Attachment 3
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Affidavit
(One Should Be Completed For Each FOIA Request)

The attached harm statements identify the document(s) (or withholdable portions of documents) being
withheld. It is determined that sound grounds exist for withholding the document(s) asidentified, and under
the exemption(s) indicated. The Solicitor's Office was consulted concerning withholding of this informetion.
Thefollowing identifies the attorney consulted:

Name:

Location:

Phone#:

() I have determined that disclosure of &l documents being released would not be harmful to an interest
protected by that exemption.

() I have determined in consultation with our FOIA attorney, that sound grounds exist for withholding the
document(s) pursuant to the exemption(s) indicated. Attached is awritten statement detailing the reasonably
foreseeable consequences of disclosure of the document(s).

(Name) (Date)
Headquarters or State FOIA Officer or Coordinator

(Title)

(Bureav)

-18-



Attachment 4-1
REVIEW FOR FOIA EXEMPTION 5

|. Legal Definition of Exemption 5:
Exemption 5 exempts from disclosure: "...inter-agency or intra-agency memorandums or |etters which would
not be available by law to a party other than an agency in litigation with the agency". These privileges include:
(a) Attorney-client privilege; (b) attorney-work product privilege, and (c) deliberative process.
I. Exemption 5 Deter mination:
The following is to assist in making a determination for whether information fits the lega definition for
withholding under Exemption 5. Responses should be "yes' to the following to fulfill the legal definition of the
exemption:

A. Was this document produced by the Federal Government?

B. If no, wasiit produced by an outside source in the capacity of a consultant?

C. Was it shared only within the Executive Branch?

D. Isthe requester currently in litigation with the Bureau?

To continue with Exemption 5 analysis, the document or information must be produced by the Executive
Branch (or by a consultant), and not officially released outside the Executive Branch.

I1l. Todetermineif the deliberative privilege will apply, responses should be " yes" to the
following:

A. Istheinformation pre-decisional (or antecedent to the forma or informal adoption of an agency policy)?
B. Did the information play akey role in the course of the Bureau's decision making process?

C. Istheinformation deliberative (direct part of the deliberative process, i.e., makes recommendations or
opinions on lega or policy matters)?

D. Wasthe preparer of the document the decision maker for the established policy?

E. Does the document contain statements of policy and fina opinions that have the force of law, that
implement an established BLM or Departmental policy, or that explain actions that an agency has aready
taken?

- If s0, does any portion of the document discuss pre-decisional recommendations that were not expressy
adopted? Mark those passages discussing unadopted, pre-decisional recommendations.

F. Does the document reflect the decision making process?

G. Will release affect the integrity of the ddliberative process?
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H. Will release reved the status of the decision making process?
|. Doesthis information concern opinions and recommendations (vs. factual information)?
J. If the record contains factual material, mark below the type(s) of factual materia included:

- Were the facts selected from a larger group of facts?i.e., were the facts distilled from many source
materials?

1. Todetermineif the deliberative privilege will apply, responses should be " yes" to the
following:

J. If the record contains factual material, mark below the type(s) of factual materia included: (Cont’ d)

- Are the facts so inextricable intertwined with the opinions, recommendation and other deliberative
material in the record that release would reveal the agency's deliberations?

- Do the facts reflect a point of view?i.e., are the facts organized thematically or are they merely a
chronological recitation of an event such as a meeting?

- Are the facts scientific and do they reflect an interpretation of technical data?

Balanced with the other questions, the information checked may be protected under the deliberative process
privilege.

K. Isthisanon-factua portion of a briefing paper?

L. Isthisanon-factua portion of a draft?

IV. Attorney Work-Product Privilege Under Exemption 5:
Protects documents and other memoranda prepared by an attorney in contemplation of litigation.
A. Doesthisinformation fall under this category?

B. Isthere a specific articulable claim that islikely to lead to litigation?

V. Attorney-Client Privilege Under Exemption 5:

Protects confidential communications between an attorney and his client relating to alegal matter for which
the client has sought professional advice. Thisis not limited to the context of litigation.

A. Doesthisinformation fall under this category?

VI. Harm Considerations for Exemption 5:
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Regardiess of whether Exemption 5 can be legdly cited to withhold this document, a foreseeable "harm(s)" must
be identified before the document can be withheld. The following questions may help to identify this harm.

A. Will release of this document harm the quality of agency decisions? If so, explain how this may happen?

B. Will open, frank discussions on matters of policy between subordinates and superiors be inhibited? If o,
explain how this may happen?

C. Will release dlow for premature disclosure of proposed policies before they are finally adopted? If so,
explain how this may happen?

D. Will release cause public confusion that might result from disclosure of reasons and rationales that were not
in fact the grounds for an agency's action? If so, explain how this may happen?

Sample L etter
ADDRESS

Dear -(Name).

Thisisin response to your Freedom of Information Act (FOIA) request of (date) addressed to (name). This
office received your request on (date). Y ou requested information concerning the bypass of the Federal ban on
predator control on Bureau of Land Management (BLM) lands.

Enclosed are documents in response to your request. The memorandum from the State Director to the District
Office dated November 12, 1993, is being released. Even though the information falls under the legal description
of FOIA Exemption 5 as pre-decisiona information, sound grounds did not exist for withholding this information.

The following documents are being withheld for the reasons cited. Items being withheld under FOIA Exemption
(b)(5) include statements of what harm the release of documents may cause:

(1) BLM Issue Paper dated October 22, 1993, prepared by the State Director is considered deliberative and
withheld under FOIA Exemption 5. The potential harm would be in BLM reveding alegal position for which
BLM has not committed itself to at thistime.

(2) The Office of the Solicitor memorandum to the BLM dated December 3, 1993, is considered pre-decisional
and attorney-client privileged under FOIA exemption 5. The potential harm would be in BLM disclosing a
Settlement position.

The person responsible for this partial denid is [(hame) and/or] the undersigned. Under 43 CFR section 2.18, you
have the right to appeal this partid denid of your FOIA request by writing to:

Freedom of Information Act Appeals Office
Office of the Assistant Secretary for Policy,
Management and Budget
U.S. Department of the Interior
1849 C. Street, N.W., Room 5026 - M1B
Washington, D.C. 20240
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Y our appeal must be received within 20 working days (Saturdays, Sundays, and public legal holidays excepted)
from the date that you receive this | etter. To expedite a response, your appeal should include a copy of our origina
request and a copy of this response, and write "Freedom of Information Act Appeal” both on the envelope and on
the body of your appeal letter. In order to expedite the appellate process and insure full consideration of your
appedl, your letter should also contain a brief statement of the reasons why you fedl this partia denia isin error.

If you have any questions, please contact (name) at (phone number)

Sincerely,

(Name)
Freedom of Information

Act Officer
Enclosures
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CHECKLIST FOR PREPARING A FOIA RESPONSE

Checklist isfrom the following document:

H-1278-1 - FREEDOM OF INFORMATION ACT HANDBOOK
Chapter 4 - Processing Initial Freedom of Information Act Requests
[llustration 1, Page 1

Wastherequest madein writing, and did it citethe Act?

Technicaly it would not be considered a FOIA request. However, even though the Act is not cited, it
may be treated as a FOIA if the records requested are considered non-public because a FOIA exemption

may apply.

Did therequest reasonably describe the recordsrequested?
If not, the requester should be contacted to clarify what documents he specifically wants.

Did therequest specify the fee category and identify how much they are willing to pay?

If the fee category (43 CFR 2.20) is not obvious, and the maximum amount the requester will pay in fees
is not provided, contact the requester for this information.

Isthere a need to clarify whether a fee waiver isjustified?

If so, the requester should state in writing how he qualifies for afee waiver in connection with the
particular request. Refer to (43 CFR 2.21(a)) for conditions for justification of afee waiver.

Doesthe FOIA requester desirearecord that isnot in existence at the date of the request?

A Federal agency is not required by the FOIA to do research for a requester, to compile or analyze data,
or to answer questions. Minor reprogramming of computer programs may be advisable, when the
reprogramming is not burdensome or extremely costly to the Bureaul.

An agency has the right to choose the format of disclosure where the choice is reasonable under the
circumstances. Department regulations provide that where the agency determines that creating a new
record will be less burdensome than disclosing large volumes of unassembled materia, the agency may, in
its discretion, agree to creation of a new record as an aternate to disclosing existing records.
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FEE WAIVERS
References.
BLM Manua 1278.36
43 CFR 2.21(a)
383 DM 15, Section 4.10

Generally: “ Documents shall be furnished without charge or at a reduced feeif disclosureisin the
public interest.”

Waiver of Fees
1. Doesthe record concern government operations or activities?
- If s0, isdisclosure likely to contribute to public understanding not previoudy exigting.
- Disclosure must contribute to the understanding of the public at large as opposed to the indivdua
requestor.

Clarification:
(@ Istheinformation new?
(b) Does disclosure support public oversght of government operations including quality of
government activities and the effect of policy and regulations on public hedth and safety?
(c) Does disclosure clarify dataon past or present government operations?

Example: Adminidrative staff manuas and ingtructions to saff that affect amember of  the public.

2. Doesthe requester have a commercid, trade or profit interest that would be furthered by
disclosure?

Reduction of Fees
- If areasonable sampling of a voluminous amount of repetitive records would contribute
to public understanding.
- If some documents warrant a fee waiver and others do not.

Denid of aWalver
If afee waiver or reduction of feesis denied, the requester must be notified in writing.
The denid letter mugt indlude:
- Basisfor denid
- Name and postion title of person responsible for denia (BLM State Director)
- Statement that denial may be appeded. (reference 43 CFR 2.18)

Discretionary Waivers
Refer to Appendix 3 in this document.
(Departmental Manual 383 DM 15, Chapter 4, Section 4.13)

Sample Fee Waiver Letters
(383 DM 15, Chapter 4, lllustrations)
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FOIA APPEALS
Right of Apped
A requester may gpped to the Department:

FOIA Appeds Officer
Office of the AsSdant Secretary,
Policy, Budget and Adminidration

U.S. Department of the Interior
Washington, D.C. 20240

Vdid Resson for Apped
1 - Records have been denied
2 - Reguest has been denied
- Failure to describe the records requested
- Records cannot be located
- Procedura deficiency
3 - Feewalver denied
4 - Reguest not decided within desgnated time limit

Time Limit for Apped
- 20 working days from dete of initid denid or partid denid

Form of Apped
- Mug beinwriting

(Requester may reference 43 CFR 2.18 for documents required for submisson of
appedl.)

Sample L anguage for Natification of Right to Apped
Refer to Appendix 2, this documett.
(Draft FOIA Handbook Samples 17-20 and 22.)
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REQUESTSREFERRED TO OTHER AGENCIESOR FACILITIES

If your office receivesarequest for recordsin its possession that originated with another agency
or facility, you must refer therequester to the originating agency or facility.

1 - Inform the requester in writing that you are forwarding the request to another agency.
(See lllustration 5, 383 DM 15, Chapter 3)

2 - Forward the request to the action agency.
(Seelllustration 6, 383 DM 15, Chapter 3)

If arequest isreferred to another officein the same bureau (eg. State Officeto afield office):

1 - The requester isto be advised in writing of the referrdl.
- Include mailing address of respongble office.
- Include name and telephone number of a contact.
(See lllustration 8, 383 DM 15, Chapter 3)

2 - The office receiving the initid request must send copies of the origina request and referra

|etter to the gppropriate office providing response.
(See lllustration 7, 383 DM 15, Chapter 3)
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REPORTING REQUIREMENTS

< Maintain data on the number of FOIA requests received and the number of denias.

< Field Office Coordinators report data to the State Records Administrator/FOIA Coordinator
each January.

< State FOIA Coordinator consolidates State Office and Field Office submissions and reports to
the Director in Washington.

Note: If you have maintained a FOIA log with information pertaining to al requests, this reporting
process should not be a difficult task.
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FIELD OFFICE CHECKLIST
PROCESSING A FOIA REQUEST
Pagelof 2

Mail Room

< Dateftime stamp request (20 day response time begins).
< Hand-carry request to FOIA Coordinator

FOIA Coordinator

< Officesreporting to CDD make a copy of the request and fax it to the Digtrict Coordinator.
< Makeacopy of the request for appropriate staff member.
< Maintain alog of FOIA requests.
< DateReceived
< FOIA Number = FY + sequentia number
< Requester Name
< Project or Case File Number
< Refearedto: (saff member name)
< Remarks*/date
*The remarks column may be used to track the status of a FOIA request. eg.
¢ Reqguest faxed to State Office and Didtrict./Date
¢  Dréft letter to Saff member for review./Date

C  Letter informing requester more specific information is needed./Date

< Read the request thoroughly and consult with staff members to determine the necessary
response.

< Prior to the 20-day expiration date, prepare an interim |etter if necessary.
< Thisletter should request an additional 10-day response period to process the request

< Prepareletter for Fied Office Manager’ s Sgnature.
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<

Page2of 2
If afee walver isrequested and denied, prepare a denid |etter, to be sgned by the State
Director, (requesting agreement to pay necessary fees) and forward it to the State FOIA
Coordinator.
Prepare draft response.
Response should include a“ Harm Statement” for records being withheld at BLM’ s discretion.

Review by Fdd Office Manager.

Prepare find response for Field Office Manager’ s Sgnature, with “cc” for State FOIA
Coordinator.

If request isdenied in whole or part, prepare response for State Director’ s signature and forward
to State FOIA Coordinator for follow-up.*

FOIA mandatesrelease of exiding documents. If adocument does not already exist,  prepare
a‘“no responsg” (see sample in appendix 3) and provide apped rights. Prepare
the response for State Director’ s Sgnature.

FOIA does not require that questions be answered. Such requests can be denied, however,
program staff may opt to respond to the questions.

*Note: Officesreporting to CDD, denidsin whole or part are to be routed through the CDD
FOIA Coordinator.

Conault with Digrict or State Office Coordinator if/when advice is needed.
Secure FOIA request file in alocked cabinet.

Consult with the office Records Manager to verify that you are referencing the latest diposition
schedule for FOIA requests and appedlsfiles.
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(Sample)
FOIA REQUEST LOG

DATE FOIA REQUESTER PROJECT/CASE REFERRED REMARKS
REC'D # NAME FILE NUMBER TO:
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FOIA MANAGEMENT GUIDELINESFOR CDD FIELD OFFICES
Page 1 of 3

Each Fied Office should identify a FOIA Coordinator and a back-up.
Post both namesin the mail room for the Mail Clerk and his’her back-up.

. Due Dates
<  Allow 8 working days for smple requests.
< Allow 18 working days for complex requests.

Note: By law, BLM has 20 working days to respond and can request a 10-day extension.

Mail Clerk
<  Date stamp FOIA requests and deliver them to the FOIA Coordinator.

< If the FOIA Coordinator is away, give the request to the back-up FOIA Coordinator.

FOIA Coordinator and higher back-up
< Maintainasingle FOIA log
S Record the date and time a FOIA is received, the nature of the request, the name of the
Branch Chief/Acting the request is assigned to, and a due date.

< Maketwo copies of the request.
S One copy to the Field Office Manager
S One copy to the Branch Chief the Field Office Manager assigns to process the request.
S FOIA Coordinator keeps the original.

<  Follow up with staff member and/or Branch Chief to ensure requests are responded to within
established lega time frames.

Note: If the scope of arequest seems outrageous or voluminous, the FOIA Coordinator or staff
speciaist assigned the request should call the requester to find out exactly what documents he/she
actually wants and to see if the requester will agree to modify their request. If the requester’s
phone number is unknown, a letter should be prepared for the Field Office Manager’ s signature that
explains BLM’s concerns for filling the request and the possible costs involved.

If the requester agrees to modify their FOIA request, ask that the modification be submitted in
writing. Alternatively, the FOIA requester can prepare a letter confirming the request was verbally
modified. Document the conversation with a Phone Confirmation Record and reference the
conversation or the letter in the final response.

Cost Recovery: The “Other Requesters’ category entitles those FOIA requesters to 100 pages of

xeroxing and 2 hours of search time for free. Obtain written assurance that such requesters will
pay additional costs before they are incurred.
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FOIA MANAGEMENT GUIDELINESFOR CDD FIELD OFFICES
Page2 of 2

8. FeeWaiver denials must be reviewed by the Solicitor and signed by the State Director. Prepare a
draft fee waiver denia letter and forward it (including E-mailing the draft response) along with a
copy of the request to the CDD FOIA Coordinator (CA-060.33).

9. TheField Office Manager/Acting signs responses if no records have been denied.

10. The FOIA Coordinator
< Submit a courtesy copy of each FOIA request received and BLM’ s response to the State
FOIA Coordinator (CA-941).
< Notethe log when the response is signed,
Include in the log:
- staff time devoted to responding to the request
- gpplicable charges billed to the requester
- date payment was received.
<  Pacethe closed FOIA filein alocked cabinet or drawer until the appropriate hold time under
the current records disposition schedule has expired.

11. The Annual FOIA Report will be very simple to complete at the end of the year if the FOIA
Coordinator maintains and keeps the log up to date!

12. Denialg/Partial Denials: The Field Office Manager/Acting may not sign any request in which
records are withheld. Only the State Director has the authority to sign a FOIA response
withholding/denying records.

PROCEDURES FOR A FOIA DENIAL:

< Field Office FOIA Coordinator
- Copy all responsive documents.
- Segregate records that are exempt under the FOIA and should be withheld.
- For documents that can be partidly released, include both an unredacted and a partialy
redacted copy.
<  Prepare adraft response with an explanation for withholding records.
- Cite the specific FOIA exemption(s) involved
- Forward the package, including E-mailing the draft response, to the District Public Affairs
Officer.

< District Office FOIA Coordinator
- Review thefile.
- Finalize the draft for the DM’ sinitidls
- Forward the package to the State FOIA Coordinator (CA-941).
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13.

FOIA MANAGEMENT GUIDELINESFOR CDD FIELD OFFICES
Page 3 of 3

Solicitor’s Office
- Examines dl documents withheld in a FOIA
- A complete copy of the file is required for the solicitor to be assured the denial would be
defensible in a court of law.

<  State Office FOIA Coordinator
- Prepare afinal response for the Solicitor’s review and the State Director’ s signature.
- Forward copy of response to the Field Office FOIA Coordinator

< Field Office FOIA Coordinator

- Update the log.
- File document in FOIA filein alocked cabinet or drawer.

Request the assistance of the District FOIA Officer when reviewing records if there is any
guestion as to whether a document is confidential and should be withheld — utilize our expertise!
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INTRODUCTION TO THE PRIVACY ACT

“Asagovernment employee you may haveto work with or handle records or informetion
about individuals  Generdly, such records will require specid handling and ssfeguarding
because they are subject to the requirement of the Privacy Act. The Privecy Act establishes
spedid requirements for callecting, cregting, maintaining, and digtributing records thet can

be retrieved by the name of anindividud or other identifier (whether in pgper or dectronic
form). Theseare cdled Privacy Act Sysems of Records”

“The subject of aPrivacy Act Sysem of Records can ask to see, correct, and gpped the
informetion in that record. These disdlosure redtrictions are subject to avil and crimind
pendties. For moreinformation, see 3 CFR 2.56 or contact your Freedom of Information
Act (FOIA)/Privecy Act Coordinetor.”
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PRIVACY ACT REQUESTS

Written requests for employee records, other than those noted below, are to be processed asa FOIA
request. Such requests are to be forwarded to the Digtrict or State FOIA Officer, asyou are so
directed.

Teephone requests may include:
- Credit or loan companies verifying sdary
- Reguests for employment verification
- Public requests for information about employees

The following items from current or former employee records are public information
- name
- duty station
- pogition title
- grade
- gross annua sdary (do not provide net sdary informetion)
- Civil service status (career, career conditiond)
- tenure of employment (permanent, temporary or part time)
- length of service in BLM and the government

Requests for information pertaining to employees should be forwarded to the individud or staff who has
access to personne records (supervisors, Didtrict or State Office Branch of Human Resources).
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Pagelof 7
UNITED STATESDEPARTMENT OF THE INTERIOR
OFFICE OF THE SECRETARY
Washington, D.C. 20240

March 1, 1996
IRM BULLETIN NO. 1996-004
To: Bureau and Office Freedom of Information Act (FOIA) Officers

From:  Gayle F. Gordon, Acting Director
Office of Information Resources Management (PIR)

Subject: Processing FOIA Reguests for Personal and Personnel-Related Information

During the past few months, several questions have been raised concerning the release ability of various
types of persona and personnel-related information. From our discussions, it appears that disclosure of
this information sometimes varies from bureau to bureau. To ensure that requests for this type of
information are processed consistently throughout the Department, the following policy guidelines are
provided. It should be noted, however, that the examples cited below are intended as genera guidelines
only. Documents should be reviewed on a case-by-case basis as the information at issue and the
individua circumstances will affect the Department's release determination.

This directive supersedes the October 4, 1991, memorandum on processing FOIA requests for SF-171
information, issued by the Departmental FOIA Officer, as well as any other guidance concerning
personal/personnel-related information, including the Department of the Interior (DOI) FOIA Handbook
(383 DM 15). The FOIA Handbook will be revised to incorporate the guidance contained in this
memorandum.

Exemption (6) of the FOIA is usualy invoked to withhold information about individuas in personnd,
medical, and similar files, the disclosure of which would constitute a clearly unwarranted invasion of an
individua's personal privacy. Pursuant to the guidance of the courts, the Department maintains that an
individual has a persond privacy interest in the information listed under B, below. Accordingly, this
information is eligible for protection under exemption (6) if:

(1) Thereisno public interest qualifying under the standard set forth in United States Department
of Justice v. Reporters Committee for Freedom of the Press, 489 U.S. 749 (1989) and
Department of Defense v. Federal Labor Relations Authority, 62 U.S.L.W. 4143 (U.S. February
23, 1994) (in order to qualify as a public interest, release of the information itself would have to
shed light on the agency's performance of its statutory duties); or

(2) Thereisapublic interest under exemption (6), but the public interest in disclosure does not
outweigh the potential harm to an individua's persona privacy when the required balancing test is
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IRM BULLETIN NO. 1996-004 Page 2 of 7

Processing FOIA Requestsfor Personal and Personnel-Related I nformation (Cont’ d)

performed (see the FOIA Handbook, Chapter 5.4F(3)). However, exemption (6) may not be used where
the privacy interest to be protected is the requester's. Therefore, this exemption should not be used to
withhold information from a requester that he/she would be entitled to under the Privacy Act (information
about himsalf or herself). For additional guidance, see the FOIA Handbook, Chapter 5.4F).

Specific examples are provided below:

A. Personal/personnel-related information generally releasable under the FOIA (see5 CFR ©
293.311 and 383 DM 15, Chapter 3.22).

(1) Names of present and former employees.
(2) Present and past position titles and occupational series.
(3) Present and past grades.

(4) Present and past annua salary rates--including amounts received for performance awards or
bonuses, incentive awards, merit pay amount, Meritorious or Distinguished Executive Ranks, and
alowances and differentials (normally, the name of the individua, position, type of award
(performance, incentive, meritorious or distinguished service) and the dollar amount are
releasable).

(5) Other awards and honors received in an individua's professiona capacity, including
justification for all awards and honors except for information protected under exemption 6.

(6) Membership in organizations related to employee's profession (see B(26)).

(7) Present and past duty stations (this includes official mailing and E-mail addresses of DOI
employees); aswell as official telephone numbers as they appear in the DOI Telephone
Directory.

(8) Position descriptions, identification of job elements and those performance standards (but not
actual performance appraisals), the release of which would not interfere with law enforcement
programs or inhibit agency effectiveness. Performance elements and standards may be withheld
when they are so intertwined with performance appraisals that their disclosure would reveal an
individual's performance appraisal.

(9) Educationa background--high school, college/graduate school; technical education related to
the employee's (or successful applicant's) profession and/or position (see B(1), below).
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A. Personal/personnel-related information generally releasable under the FOIA
(see 5 CFR ©293.311 and 383 DM 15, Chapter 3.22). (Cont'd)
Page 3 of 7

Processing FOIA Requestsfor Personal and Personnel-Related | nformation (Cont’ d)

(10) Specid skills, accomplishments, and awards related to the employee's (or successful applicant's)
profession and/or position.

(11) Pest Federd/State/local government employment and salary including reason for leaving
except when protected under exemption (6) (see B(1), below).

(12) All other prior employment related to position held including reason for leaving except when
protected under exemption (6) (redact salary, name and tel ephone number of supervisor) (see
B(1), below).

(13) Type of job applying for.

(14) Sex.

(15) Citizenship.

(16) Information pertaining to military service and veteran preference, e.g., fact that an individua
served, military service number, dates and branch for all active military service, rank, medals,

badges or awards received, fact of veteran preference (see B(27) and (28), below).

(17) Fact of recommendation for promotion, reassignment, appointment, etc., after action occurs
except for information protected under exemption 6.

(18) Letters of appreciation and commendation from professional associates.

(19) Standard payroll forms (sanitized of any personal information).

(20) SF 171, Application for Federal Employment, and other job application forms for the
successful candidate or the incumbent (sanitized of any exempt material--see the FOIA
Handbook, Chapter 5.4F(7)(a) and B(12), below, regarding the SF-171's of unsuccessful
applicants).

(21) SF 50, Notification of Personnel Action (sanitized of any exempt material--see the FOIA
Handbook, Chapter 5.4F(7)(a).

(22) SF 52, Request for Personnel Action (sanitized of any exempt material--see the FOIA
Handbook, Chapter 5.4F(7)(a)).

(23) Verification of Indian Preference for Employment (Form S-4432) and Certificate of Indian
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Page 4 of 7
Blood for successful applicant or incumbent (sanitized of any exempt material--see the FOIA
Handbook, Chapter 5.4F(7)(a)).

(24) Factors used in ranking job applicants (not to be confused with a crediting plan cited under
C(2), below).

(25) Name of the selecting officidl.

(26) Pandl ratings and scores of the successful job candidate (names of raters should be
protected) (see C(4), below).

(27) Members of the bargaining unit--names of al members (see B(7), below).

(28) Names of Federd employeesinvolved in union activities during working hours.

(29) Number of hours worked, including overtime, and total number of hours of |eave taken
(see B(11), below).

(30) Names of individuals who applied for and received the buyout and have separated from the
agency (see B(8), below).

(31) Service computation date and information related to tenure.

(32) Information about deceased persons unless exemption 6 is applicable (see the FOIA
Handbook, Chapter 5.4F(5)).

(33) Names of FOIA requesters except when they are making first party requests (see B(30))*.

*The names of FOIA requesters are releasable as they do not ordinarily expect that their names will be
kept private; therefore, release would not cause even aminimal invasion of their personal privacy.
Persona information about the requesters, however, such as home addresses and tel ephone numbers
should not be disclosed.

B. Personal/personnel-related information generally withheld under exemption 6 of the FOIA

(see 383 DM 5.4F(7))

(1) Persond identifying information such as:

- home address and tel ephone number;
- social security number;
- age, place and date of birth;

- other names used;
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B. Personal/personnel-related information generally withheld under exemption 6 of the FOIA
(see 383 DM 5.4F(7)) (Continued)

- marital status,

- race and/or ethnic background,;

- anindividud's party or union affiliation;

- technical education--not related to the position held (see A(9), above);

- work experience--not related to the professiona qualifications for the position held (see
A(11) and (12), above);

- whether an employer may be contacted regarding an individual's work record,

- availability for employment;

- details of hedth and insurance benefits;

- dlegations of misconduct or arrests,

- information concerning or provided by relatives and references;
- other background information which is not work related; and
- tribal affiliation, degree of Indian blood ("quantum"), lined heritage/history.

(2) Payroll information--number of deductions and the amounts, fringe benefit payments, number
of withholding exemptions and net wages.

(3) Financid information such as an individua's credit rating, personal credit card numbers,
business credit card numbers, credit card statements.

(4) Persond cdlular telephone and beeper numbers of private individuas; officia celular
telephone and beeper numbers of security/specia contact personnel (exemptions "high" (2) and
(7), dso possible).

(5) PIN (personad identification number).

(6) Names of dues paying members of the bargaining unit (see A(27), above).

(7) Names of individuas who applied for the buyout, but did not receive it (see A(30),above).
(8) Performance appraisas including any narrative material.

(9) Supervisory notes on an employee's performance.

(10) Time and attendance records (the amount of sick or annual leave, leave without pay
(LWOP), absent without leave (AWOL) and other personal information--see the FOIA
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B. Personal/personnel-related information generally withheld under exemption 6 of the FOIA
(see 383 DM 5.4F(7)) (Continued)

Handbook, Chapter 5.4F(7)(a) and A(29), above).

(11) SF-171sof unsuccessful applicants for employment including their identities, qualifications,
and any narrative materia (see A(20), above).

(12) The knowledge, skills, abilities and personal characteristics of unsuccessful applicants.

(13) Supervisory evauation of a candidate for a particular position and assessment of
professiona conduct, ability, etc.

(14) Referrd lists of qualified candidates and the roster of applicants for a particular position,
except for the successful candidate.

(15) Reasonsfor job termination.
(16) Employee grievance and response to grievance.

(17) Records regarding the outcome of an investigation of employee conduct (where wrongdoing
by high-level Government officia is shown, the result may be different).

(18) Letters of reprimand and suspension notices.

(19) EEO investigative case file (see ASB No. 95-9, dated September 28, 1995--exemptions
(7C), (7A), and (5), also may apply).

(20) Results of acomplaint by an employee against his’her supervisor (where wrongdoing is
shown, the result may be different).

(21) Arbitration decision on an employee grievance (where a particular employee's decision is
requested).

(22) Employee'sresignation letter.

(23) Mailing lists that contain persona information (names, home addresses, and telephone
numbers of individuas as opposed to businesses and other organizations) where the release would
not shed light on the operations or activities of the Government (see the Reporter's Committee
decision).

(24) Records concerning an employee's medical condition, history, and health test results.
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(25) Membership in organizations other than those related to employee's profession (see A(6),
above).

(26) Information pertaining to eigibility for 5- or 10-point veteran's preference.

(27) Information pertaining to whether an individual received an honorable or dishonorable
discharge from military service.

(28) Triba census and membership rolls.

(29) Names and home addresses of Privacy Act requesters and home addresses of FOIA
requesters see A(33), above).

C. In addition to information generally withheld pursuant to exemption (6), the following related
information is also normally withheld under the FOIA:

(1) Crediting plans used in determining the qualifications of a candidate for employment,
advancement or promotion (exemption "high" (2));

(2) Criteriafor interviewing prospective employees (exemption "high" (2));
(3) Examination questions and answers (exemption "high" (2)); and
(4) Ratings given to job applicants by panel members and the names of the panel members
(ratings may be released if doing so will not revea the identities of the panel members; the
identities of the panel members may be released if doing so will not reved the ratings they
gave)--exemptions (5) and
(5) may be used to protect this information (see A(26), above).
Please ensure that all employees are advised of the guidance contained in this memorandum. This will
ensure that uniform responses are provided and protect the Department's position in the event of litigation.
It dso will ensure that the privacy of the subject individual(s) is protected.
If you till have questions concerning the releasesbility of any information, please consult the designated
FOIA attorney for your bureau/office. When he/she is not available, please contact
Ms. AlexandraMallus at (202) 208-5342, by fax at (202) 208-5048, by E-mail--Mallus, Alexandra
(use~Interior-CCM), or by Internet--href="mail to:

Alexandra_Mallus@ios.doi.gov">Alexandra_Mallus@| OS.DOI.GOV

We appreciate your assistance and cooperation in this regard.
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Appendix 1
1220 - RECORDS AND INFORMATION MANAGEMENT
GRS/BLM Combined Records Schedules

Schedule 14 - Information Services Recor ds Disposition

Introduction
This schedule covers certain records pertaining to informational services performed by BLM officesin their day to day
affairsand in their relations with the public; including records created in administering Freedom of Information Act and
Privacy Act programs. Except as otherwise specified in individual items, it applies to copies of these records wherever
located in the bureau. Item 4 applies only to files maintained in the Headquarters office, responsible for the operation of
the informational activities of BLM. Items 11 through 15 describe the files accumulated in carrying out the provisions of
the Freedom of Information Act, and items 21 through 26 describe the files created in administering the provisions of the
Privacy Act. Items 31 through 35 cover records created in response to requests for mandatory records declassification.

These records consist of inquiries, replies, and related correspondence; FOIA, Privacy Act, and mandatory
declassification files, appeal's, and other records; administrative background filesfor formal information releases; and
records relating to inappropriate release of privileged information. Closely related records are covered by other
schedules, such as records relating to budget presentation (Schedule 5) and printing, duplicating, and distribution
records (Schedule 13). Records created prior to January 1, 1921, must be offered to NARA for appraisal before you may
apply this schedule.

All records described in this schedule are authorized for disposal in both hard copy and electronic forms, as provided in
Schedule 20.

Item Record Series Description Disposition Authority

PUBLIC INFORMATION REQUESTSFILES[1120]. Requests for information | TEMPORARY . Destroy when 3

and copies of replies thereto, involving no administrative actions, no policy months old or when no longer
decisions, and no special compilations or research, and requests for and needed, whichever is sooner.
transmittals of publications, photos, and other informational literature. GRS 14/1.

Confidentiality: Non-public record category 3. Location: All.

PUBLIC ACKNOWLEDGMENT FILES[1120]. Acknowledgment and TEMPORARY . Destroy 3
transmittals of inquiries and requests that have been referred el sewhere for months after acknowledgment
reply. Confidentiality: Non-public record category 3. Location: All. and referral. GRS 14/2.

PRESS SERVICE FILES[1120]. Press service teletype news, similar materials. | TEMPORARY . Destroy when 3
Includes news clippings and "information only" copies of pressreleases and months old. GRS 14/3.
speeches from other offices. Forms; BLM 1120-7. Confidentiality: Public record
category 1. Location: All. Exclusions: Record copies of official news releases
(Schedule 14/37).

PUBLIC INFORMATION PROJECT FILES[1120]. Informational services TEMPORARY . Destroy 1 year
project case files maintained in formally designated information offices. Includes| after close of file or 1 year after
event plans, publicity plans, documentation of media coverage, advertising, completion of project. GRS 14/4.
copies of mailing lists, follow-up evaluations. Confidentiality: Non-public record
category 3. Location: WO, SO, FO.

PUBLIC COMMENDATION & COMPLAINT CORRESPONDENCE FILES | TEMPORARY . Destroy when 3
[1120]. Anonymous letters, | etters of commendation, complaint, criticism, and | months old. GRS 14/5.
suggestion and replies thereto. Confidentiality: Non-public record category 3.
Location: All. Exclusions: Those records on the basis of which investigations
were made or administrative action taken and those incorporated into individual
personnel records (Schedule 1/1).
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PUBLICATIONSINDEXES AND CHECKLISTS[1550]. Bibliographies,
checklists, and indexes of BLM publications and releases. Confidentiality:
Public record category 1. Location: All. Exclusions: Indexes and checklists
relating to record sets scheduled as permanent which are transferred to NARA
with the related records (Schedule 16/31a) and library indexes (Schedule 23/9).

TEMPORARY . Destroy when
superseded or obsolete. GRS
14/6.

7-10

Reserved

11

FREEDOM OF INFORMATION ACT (FOIA) REQUESTSFILES[1278]. Files
created in response to requests for information under FOIA consisting of the
original request, a copy of the reply thereto, and all related supporting files
which may include official file copy of request record or copy thereof.
Confidentiality: Non-public record category 3; Privacy Act System
Interior/OS-71. Location: All.

a FOIA Requests Case Files. Case files, containing the request,

reply, other correspondence, and supporting documents,

arranged by request number. Exclusions; Official file copy of

the records requested if filed herein (item b).

@ Granting Accessto All Requested Records. | TEMPORARY . Cutoff EOFY of
reply. Destroy 2 years after
cutoff. GRS 14/11&(1).

2 Responses to FOIA Requests. Responding

to requests for nonexistent records, to

requesters who provide inadequate

descriptions, and to those who fail to pay

agency reproduction fees.

@ FOIA responses not TEMPORARY . Cutoff EOFY of

appealed. reply. Destroy 2 years after
cutoff. GRS 14/11a(2)(a).

(b) FOIA responses appeal ed. | Destroy as authorized under
Schedule 14/12. GRS
14/11a(2)(b).

3 Denying Accessto All or Part of Records

Requested.

@ FOIA denials not appealed| TEMPORARY . Cutoff EOFY of
reply. Destroy 6 years after
cutoff. GRS 14/11&(3)(a).

(b FOIA denials appealed. Destroy as authorized under
Schedule 14/12. GRS
14/11&(3)(b).

b. Official File Copy of Requested Records. Dispose of in accordance with
approved BLM disposition
instructions for the related
records, or with the related
FOIA request, whichever is
later. GRS 14/11b.




12 | FOIA APPEALSFILES[1278]. Files created in responding to administrative
appeal s under the FOIA for release of information denied by BLM, consisting of
the appellant's | etter, a copy of thereply thereto, and related supporting
documents, which may include the official file copy of records under appeal or
copy thereof. Confidentiality: Nonpublic record category 3; Privacy Act System
Interior/OS-69. Location: All.

a Correspondence and Supporting Documents. Exclusions: the | TEMPORARY . Destroy 6 years

file copy of the records under appeal if filed herein. after final determination by
agency, 6 years after time at
which arequester could file suit,
or 3 years after final adjudicationf
by the courts, whichever islater.
GRS 14/12a

b. Officia File Copy of Records under Appeal. TEMPORARY. Disposeof in
accordance with approved
agency disposition instructions
for the related records or with
the related FOIA request
whichever islater. GRS 14/12b.

13 | FOIA CONTROL FILES[1278]. Files maintained for control purposesin
responding to requests, including registers and similar records listing date,
nature, and purpose of request and name and address of requestor.

Confidentiality: Non-public record category 3; Privacy Act System

Interior/OS-71. Location: All.

a FOIA Control Registersor Listing. TEMPORARY . Cutoff EOFY.
Destroy 6 years after date of last]
entry. GRS 14/13a.

b. FOIA Control Files- Other. TEMPORARY . Cutoff EOFY.
Destroy 6 years after final actionj
by BLM or after final
adjudication by courts,
whichever islater. GRS 14/13b.

14 | FOIA REPORTSFILES[1278]. Recurring reports and one-time information TEMPORARY. Cut EOFY.
reguirements relating to the agency implementation of the Freedom of Destroy when 2 yearsold or
Information Act. Exclusions: Annual reportsto the Congress at the sooner if no longer needed for
departmental or agency level. Confidentiality: Nonpublic record category 3. administrative use. GRS 14/14.
Location: All.

15 | FOIA ADMINISTRATIVE FILES[1278]. Records relating to the general TEMPORARY . Destroy when 2
agency implementation of the FOIA, including notices, memoranda, routine years old or sooner if no longer
correspondence, and related records. Confidentiality: Nonpublic record needed for administrative use.
category 3. Location: All. GRS 14/15. Note: If filed as

general subject files, use
Schedule 23/1a.
16-20| Reserved
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PRIVACY ACT (PA) REQUEST FILES[1278]. Files created in response to
requests from individuals to gain access to their records or to any information in
the records pertaining to them, as provided under 5 USC 552a(d)(1). Files
contain original request, copy of reply thereto, and all related supporting
documents, which may include the official file copy of the records requested or
copy thereof. Confidentiality: Non-public record category 3; Privacy Act
System Interior/OS-57. Location: All.

a PA Request Correspondence and Support Documents.
Exclusions. The officia file copy of the records requested if
filed herein.
@ Granting Accessto All Requested Records. | TEMPORARY . Destroy 2 years
after date of reply. GRS
14/21&(1).
2 Responses to PA Requests. Responding to
requests for nonexistent records, to
requesters who provide inadequate
descriptions, and to those who fail to pay
reproduction fees.
@ PA responses not TEMPORARY . Destroy 2 years
appealed. after date of reply. GRS
14/21a(2)(a).
(b) PA responses appeal ed. Dispose of in accordance with

the approved disposition
instructions for the related
subject individual's re- cords, or
3 years after final adjudication
by courts, whichever islater.
GRS 14/21a(2)(b).

3 Denying Accessto All or Part of Records
Requested.

@ PA denialsnot appealed. | TEMPORARY . Destroy 5 years
after date of reply. GRS
14/21a(3)(a).

(b PA denials appeal ed. Dispose of in accordance with
the approved disposition
instructions for the related
subject individual's re- cords, or
3 years after final adjudication
by courts, whichever islater.
GRS 14/21a(3)(b).

b. Official File Copy of Requested Records. Dispose of in accordance with
approved disposition
instructions for the related
records, or with the related
Privacy Act request, whichever
islater. GRS 14/21b.
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22 | PRIVACY ACT AMENDMENT CASE FILES[1278]. Filesrelating to an

individual's request to amend arecord re. that individual as provided for under 5

USC 552a(d)(2); to theindividual's request for areview of an agency's refusal of

theindividual's request to amend arecord as provided for under 552a(d)(3); and

to any civil action brought by the individual against the refusing agency as

provided under 5 USC 552a(g). Confidentiality: Non-public record category 3;

Privacy Act System Interior/OS-57. Location: All.

a PA Regueststo Amend Agreed to by BLM. Includes Dispose of in accordance with
individual's requests to amend and/or review refusal to the approved disposition
amend, copies of BLM repliesthereto, and related materials. |instructionsfor the related

subject individual's record or 4
years after BLM's agreement to
amend, whichever islater. GRS
14/22a.

b. PA Requeststo Amend Refused by BLM. Includes Dispose of in accordance with
individual's requests to amend and to review refusal to the approved disposition
amend, copies of BLM replies thereto, statement of instructions for the related
disagreement, BLM justification for refusal to amend the subject individual's record, 4
record, and related materials. years after final determination

by BLM, or 3 years after final
adjudication by courts,
whichever islater. GRS 14/22b.

C. PA Requeststo Amend Appealed. Includes all filescreated | Dispose of in accordance with
in responding to appeals under the Privacy Act for refusal by | the approved disposition
any agency to amend arequest. instructions for the related

subject individual's records, or 3
years after final adjudication by
courts, whichever islater. GRS
14/22c.

23 | PRIVACY ACT ACCOUNTING OF DISCLOSURE FILES[1278]. Files Dispose of in accordance with

maintained under provisions of 5 USC 552a(c) for accurate accounting of the
date, nature, and purpose of each disclosure of arecord to any person or
another agency, including forms showing subject individual's name, requestor's
name and address, purpose and date of disclosure, and proof of subject
individual's consent when applicable. Confidentiality: Non- public record
category 3; Privacy Act System Interior/OS-57. Location: All.

the approved disposition
instructions for related subject
individual's records, or 5 years
after the disclosure for which
the accountability was made,
whichever islater. GRS 14/23.
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24 PRIVACY ACT CONTROL FILES[1278]. Files maintained for control
purposes in responding to requests, including registers and similar records
listing date, nature of request, and name and address of requestor.

Confidentiality: Non-public record category 3; Privacy Act System

Interior/OS-57. Location: All.

a PA Control Registersor Listings. TEMPORARY . Destroy 5 years
after date of last entry. GRS
14/24a.

b. PA Control Files- Other. TEMPORARY . Destroy 5 years
after final action by BLM or final
adjudication by courts,
whichever islater. GRS 14/24b.

25 | PRIVACY ACT REPORT FILES[1278]. Recurring reports and one-time TEMPORARY . Destroy when 2
information requirement relating to agency implementation, including biennial | yearsold. GRS 14/25.
reports to the Office of Management and Budget, and the Report on New
Systems. Confidentiality: Nonpublic record category 3; Privacy Act System
Interior/OS-57. Location: All.

26 | PRIVACY ACT GENERAL ADMINISTRATIVE FILES[1278]. Records TEMPORARY . Destroy when 2
relating to the general agency implementation of the Privacy Act, including yearsold or sooner if no longer
notices, memoranda, routine correspondence, and related records. needed for administrative use.
Confidentiality: Nonpublic record category 3. Location: All. GRS 14/26. Note: If filed as

general subject files, use
Schedule 23/1a.
27-30| Reserved

31 | MANDATORY REVIEW FOR DECLASS FICATION REQUESTSFILES. BLM does not maintain files
Files created in response to requests for information under the mandatory related to EO 12356 that are
review provisions of executive order (E.O.) 12356 consisting of the original described in GRS 14/31
request, a copy of thereply thereto, and all related supporting files, which may
include the official file copy of requested records or a copy thereof.

32 | MANDATORY REVIEW FOR DECLASS FICATION APPEALSFILES Files | BLM does not maintain files
created in responding to administrative appeals under the mandatory review related to EO 12356 that are
provisions of E.O. 12356 and its predecessors for release of information denied | described in GRS 14/32.
by the agency. Files consist of the appellant's | etter, a copy of the reply thereto,
and related supporting documents, which may include the official file copy of
records under appeal or copy thereof.

33 | MANDATORY REVIEW FOR DECLASSFICATION CONTROL FILES Files| BLM does not maintain files
maintained for control purposesin responding to requests, including registers | related to EO 12356 that are
and similar records listing date, nature, and purpose of request and nameand | described in GRS 14/33.
address of requester.

34 | MANDATORY REVIEW FOR DECLASS FICATION REPORTSFILES. BLM does not maintain files

Reports relating to agency implementation of the mandatory review provisions
of the current Executive Order on classified national security information,
including annual reports submitted to the Information Security Oversight Office.

related to EO 12356 that are
described in GRS 14/34.
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35

MANDATORY REVIEW FOR DECLASS FICATION ADMINISTRATIVE
FILES. Recordsrelating to the general agency implementation of the mandatory
review provisions of the current Executive Order on classified national security
information, including notices, memoranda, correspondence, and related
records.

BLM does not maintain files
related to EO 12356 that are
described in GRS 14/35.

36 | ERRONEOUSRELEASE FILES[1278]. Filesre. the inadvertent release of
privileged information to unauthorized parties, containing information the
disclosure of which would constitute an unwarranted invasion of personal
privacy. Files contain requests for information, copies of replies thereto, and all
related supporting documents, and may include the official copy of records
reguested or copies thereof. Confidentiality: Non-public record category 3;
Privacy Act System Interior/OS-57. Location: All.
a Files That Include the Officia File Copy of the Released TEMPORARY . Follow the
Records. disposition instructions
approved for the released
official file copy, or destroy 6
years after the erroneous
release, whichever islater. GRS
14/36a.
b. Files That Do Not Include the Official File Copy of the TEMPORARY . Destroy 6 years
Released Records. after erroneous release. GRS
14/36b.
37 NEWSRELEASES, SPEECHES, COMMENTSMASTER FILES[1120]. PERMANENT. Cutoff EOFY.

Record copies of official BLM news releases, speeches, addresses, comments
and other public issuances, maintained by office of origin. Confidentiality:
Public record category 1. Location: All. Exclusions: Reference copies (Schedule
14/3).

Transfer to FRC when 5 years
old. FRC transfersto NARA in
5-year blocks when most recent
records are 20 yearsold (e.g.,
transfer FY 80-84 in FY 2005).
Transfer audiovisual recordsto
NARA in accordance with GRS
21. NARA Job NC1-49-85-2,
14/1.
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CROSS-REFERENCES:

INFORMATION SERVICES NONRECORD WORKING FILES BACKGROUND | See Schedule 23/21.
MATERIALS, AND REFERENCES. Working copies of official documents; notes,
drafts, preliminary or interim data used to prepare final documents; other work
papers and nonrecord copies of documents re. information services.

INFORMATION SERVICES NONRECORD MICROFORM. See Schedule 23/22.

INFORMATION SERVICESTRACKING AND CONTROL FILES Hard copy and |See Schedule 23/8.
electronic logs, registers, or other tracking and control files used to control or
document the status of information services records. Exclusions: FOIA control files
(Schedule 14/13) and Privacy Act control files (Schedule 14/24).

INFORMATION SERVICESFINDING AIDS. Indexes, lists, registers, and other See Schedule 23/9.
finding aids related to information services records, excluding records that contain

abstracts or other information that can be used as an information source apart from
the related records. Exclusions. Publications indexes and checklists (Schedule 14/6).

INFORMATION SERVICESADMINISTRATIVE DATA BASES. See Schedules 20/3 and 23/3.

BL M ManialRel 1.

Supersedes Rel. 1-1645#4/##/##
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H-1278-1 - BLM FREEDOM COF | NFORMATI ON ACT HANDBOOK
Chapter 1 - Introduction

CHAPTER | - | NTRODUCTI ON
A.  Purpose of this Handbook.

Thi s Handbook suppl enents the requirenents prescribed by Bureau of Land
Management (BLM Manual Section 1278 - External Access to BLM I nfornmation
Thi s Handbook is a nore detail ed explanation of the statutory requirenments in
responding to a request for information under the Freedom of Information Act
(FOA), which is the primary Federal law (5 U. S.C. 552) on openness in

Gover nment .

The Handbook identifies the procedural requirenments (such as tinme linmts,
fees, fee waivers, exenption reviews, appeal rights, etc.) under the FOA in
respondi ng:

1. To FO A requests for BLMinformation which my be protected by statute
or Executive Order; and

2. To requests which do not conme in under the FO A for which BLM shoul d
reply citing the FO A and applying FO A procedures, because the information is
sensitive and one of the nine FO A exenptions apply.

It is BLMs policy to nmake records available to the public to the greatest
extent possible in keeping with the spirit of the FOA while at the sane tine
preserving essential confidentiality, protecting sensitive information when
appropriate under the | aw, and when sound grounds exist for invoking FO A
exenptions.

These guidelines are relevant to every BLM enpl oyee respondi ng to any request
for Bureau information regardl ess of whether the requester cites the FO A or
not .

B. The Freedom of Information Act.

The Freedom of Information Act, 5 U.S.C. 552 requires Federal agencies to

di scl ose agency records to the public, unless the records are protected by one
or nore of the FOA's nine exenptions, and for which sound grounds exists for
wi t hhol ding the information. The Act applies to agency records in any form
(e.g., hard copy, mcrofilm electronic files, E-Miil, photographic or
audi ovi sual records).

C. Qi dance.

Thi s Handbook is used in conjunction with the foll owing statutes, guidelines
and regul ati ons:

1. FOA (5 U S.C 552);
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2. The Departnmental FO A Handbook (383 DM 15);

3. The Departnmental FO A regulations (43 CFR Part 2), Subpart A and B

4 The Departnent of Justice FO A Updates, and the |atest FO A Case Li st
publ i shed by the Departnment of Justice;

5. OMB Circul ar A-130, Revision Notice; 58 FR 36068

6. The Privacy Act, (5 U S.C 552a);

7. The Paperwork Reduction Act of 1989, 44 U S.C. Ch. 35;

8. The Archaeol ogi cal Resources Protection Act of 1979, 16 U. S.C. 470hh(a);

9. The National Historic Preservation Act Amendnents of 1980, 16 U. S.C.
470w 3;
10. The Conputer Security Act of 1987 (P.L. 100-235);

Page -56-



H-1278-1 - FREEDOM COF | NFORMATI ON ACT HANDBOOK
Chapter 1 - Introduction

D. Relationship with other BLM Manual Secti ons.

Thi s Handbook will cover information access procedures that are rel ated
specifically to processing FO A requests, or responding to requests for
sensitive informati on when the FOA is not cited in the request. BLM policy
was provided in Manual Section 1278. O her Mnual Sections or Handbooks
addressing informati on access areas are:

1270 - Records Adm ni stration;

H 1270-1 - Electronic Records Adm nistration;
1270-2 - Cost Recovery;

1271 - Information Access Center

1278 - External Access to BLM Information; and
1220 - Records and I nformati on Managenent

Ok wNE

E. Relationship to the Privacy Act.

If an individual requests information on hinself/herself that is contained in
a Privacy Act system of records and cites only the FO A the request should
al so be processed under both the FO A and the Privacy Act, so that the

i ndividual is granted the greatest access possible.

1. Procedures when an individual requests records on thenselves:

a. If the Privacy Act does not exenpt the information fromdisclosure (the
exenption nmust be published in a Bureau regul ation), then the person should
recei ve access to his Privacy Act records.

b. If a Privacy Act exenption applies, a FO A exenption nust also apply to
wi t hhold the information fromthe individual under whomthe Records Systemis
filed.

c. An agency nust be able to invoke BOTH the Privacy Act and the FOA in
order to withhold the information fromthe individual under whom the Records

Systemis filed.

2. Procedures when a third party requests records froma privacy system
about anot her i ndivi dual

a. If the third party requesting information on another individual falls

under one of the "exceptions" listed by the Privacy Act, then it is not
required that the Bureau obtain consent fromthe subject of the file to
di sclose the information. |f an exception does not apply to the infornmation

in the System of Records in question, then consent to the Bureau nust be
provided in witing by the subject of the files for information not exenpt
under the FO A in order for that information to be released to a third party.
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b. If either a FO A exenption, or Privacy Act exenption can be applied to
any of the information requested, then the information nust be w thheld.

F. Congressional FO A Requests.

FO A requests from Menbers of Congress which are not official committee or
subcomm ttee requests are processed as a requests from "any person" under the
FO A, and do not trigger the special access rule of subsection (d) of the
FOA If a FOA request is received froma Menber of Congress which is

on behal f of Congress through a legislative commttee or subcomittee, the
request falls within subsection 5 U S.C. 552(d) of the FOA, and only a

speci ally authorized claimof executive privilege can be applied to justify
wi t hhol ding information. Refer to BLM Manual - External Access to BLM

I nformation, Section 1278.4 for appropriate procedures.

G FO A Requests Wich Include Records Originated fromthe White House:

In processing FO A requests, agencies searching for responsive records
occasionally find Wiite House-originated records (or records containing Wite
House-ori gi nated information) that are located in their files. The Depart nent
i ssued the follow ng gui dance on handling information responsive to a FOA
request in this instance:

1. Contact the Departnmental FO A Oficer;

2. The DO FO A Oficer will consult with the Wite House on responsive
records; and

3. The Departnment will then be responsible for responding to the FO A
requester once the consultation process has been conpl et ed.

H.  Requests for Information Involving |Inspector CGeneral Investigations:

Some i nformation responsive to a FO A request may include information which
ori gi nated because of an O fice of Inspector General (O G investigation. The
Department of Interior OG has requested that if a request involves IG

i nvestigations and background material to do the foll ow ng:

1. Requests for O Greports should be referred to the O G as soon as

possi bl e;

2. |If the Bureau originated the background i nformation (not report) the
Bureau will respond to the FO A requester, but after consultation with the IG
and

3. If the IGinvestigates the activity of the Bureau (and not a third party
at the request of the Bureau), then the 1G would review docunments for a FO A
request, and with consultation with the Bureau.

I. FO A Requests from Ot her Federal Agencies.
The FO A does not apply to other Federal agencies. Since the FOA is not
i ntended for other Governnment agencies to use as access to information from

anot her agency, BLM shoul d encourage another agency to devel op an instrunent
such as an interagency agreenment, or data share agreement (see Manual Section
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1278.6 on Agreenents to Share Data). These docunents are used to purchase or
exchange data between agencies when there is an interest in obtaining Bureau
i nformati on on nore than one occasion, or on an ongoi hg basis.

J. O her Special Requests for BLM Information

BLM Manual - External Access to BLM Information Section 1278.5 provides
gui dance on the handling Bureau information in special circunstances.
Gui dance can be found on the follow ng topics:

1. Disclosure of Confidential Information to O her Federal Governnent
O fices;

2. Disclosure to State or Local Agencies;

3. Court Oders to Produce Docunents; and

4. Requests for Equal Enpl oynent Opportunity Docunents.

K.  The FO A and Agreenents to Share Data.

An instrunment to share data shall not be used when the arrangenent with the

ot her party can be handl ed using standard BLM operating procedures such as the
BLM i nformati on access centers or external access procedures that are
available to all external entities (such as under the FOA). See BLM Manua
Section 1278.6 - Agreenents to Share Data.

When sensitive information is received from State and | ocal sources in
agreenents to share data, BLM can not agree to nmaintain the confidentiality of
this informati on except to the extent that it is permtted under the FO A.
BLM wi Il not share or exchange records/data that are either involved in
litigation; or covered by a Privacy Act System notice that precludes

di scl osure. Any data sharing agreenents involving online access should be

revi ewed by the designated security officer, and FO A Coordi nator, or BLM FO A
O ficer.

L. Relationship to BLM Records Access Categori es.

Records Access Categories were devel oped by BLM as an attenpt to namke records
nore accessible to the public, and facilitate Bureau responses for
information, while at the sanme time protecting sensitive information

Al t hough the FO A and the Privacy Act are only required to be cited for
non-public information (Category 3, and portions of sonme Category 1 & 2 files
for which sensitive information is kept segregated fromthe public

i nformation), the public may choose to cite the FOA for public information as
wel | which may be accessed in information centers (fee waiver and reduction of
fees are some reasons why).

The procedures and gui dance provided in this handbook al so applies to these

requests for public records which cite the FOA  Refer to Manual Section
1278.2 - Access to BLM Public Records.
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1. The followi ng are BLM Records Access Categories:

a. Public Records - Category 1: Sone files may have sensitive
i nformati on which are required to be marked, and separated fromthe rel easabl e
portions when requested by the public. Requests for this sensitive segregated
information nmust cite the FO A, and responses processed under the FO A.
Rel ease of sensitive information will be determ ned follow ng appropriate FO A
exenption review.

In cases where it would be easier and less costly for the FO A requester to
access Bureau public records without citing the FOA BLMmay notify the
requester and suggest that they formally withdraw the FO A request. However,
BLM must respond using FO A procedures unless the FO A requester has provi ded
approval in witing for withholding the original FO A request.

b. Discretionary Records - Category 2 (Electronic Records and Qutputs and
State-specific information determi ned rel easable to the public):

The records placed in this Discretionary Records Category are records which
BLM has chosen to nmake available to the public at a cost (as opposed to the
free for viewrecords in Category 1). A FO A request is not required to
access the public information nade avail abl e by the states.

c. Non-Public Records - Category 3 (Limted Access Records). These
records include all records not designated in publicly available records
categories (see Manual Section 1278.3 - BLM Non-Public Informtion):

If requests are made for information in this category, and the information is
consi dered exenpt under one of the nine FO A exenptions or require Privacy Act
procedures, and the FO A or Privacy Act have not been cited, the BLM enpl oyee
handl i ng the request nust apply FO A procedures as outlined in this Handbook.
See sanple #12 for sanple | anguage indicating to the requester that the FO A
is being applied to a request for information which is exenpt under the FO A.

M  Requests for Databases and Disclai ner Statenents.
Whet her or not a FO A request is nmade for electronic data, the Bureau requires
that a disclainer |abel be placed on electronic records, or printouts from

dat abases that are provided to anyone outsi de the Bureau.

Di scl ai ner statenments should be provided with the electronic tape, or marked
on the first page of each hardcopy printout. Refer to Sanple | anguage #30.

1. Disclainer |abels for Record Access Categories 1 and 2 should read:
"NO WARRANTY | S MADE BY THE BUREAU OF LAND MANAGEMENT FOR USE OF THE
DATA FOR PURPOSES NOT | NTENDED BY THE BUREAU OF LAND MANAGEMENT"
2. Disclainmer |abels for Record Access Category 3 should read:
"NO WARRANTY | S MADE BY THE BUREAU OF LAND MANAGEMENT TO THE ACCURACY,

RELI ABI LI TY, OR COWMPLETENESS OF THESE DATA FOR | NDI VI DUAL USE OR
AGGREGATED USE W TH OTHER DATA"
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CHAPTER || - ADM NI STRATI VE REQUI REMENTS UNDER THE FO A
A.  FO A Procedures.

Department of the Interior (DO) guidelines in inplementing the FO A can be
found at 43 CFR Part 2, Subpart B, Departnent Manual Section 383 DM 15, and
BLM policy in Manual Section 1278. This chapter identifies those

adm nistrative requirenents for the subm ssion of a FO A request, and
appropriate response to those requests.

If a verbal request is made for information which is considered sensitive and
non-public, the requester should be asked to submt the request in witing,
citing the FOA, and including the elements of a FOA request in section B
bel ow.

When a witten request is received which does not cite the FOA, and the
request is for information which is sensitive and non-public, the request
shoul d be treated as a FO A request, and the guidelines set forth in this
Handbook wi |l apply to preparing the response.

B. ldentifying a FO A Request.

An incomng FO A request should include the follow ng information (43 CFR
2.14):

1. It should be in witing and specifically cite the Act.

2. Must reasonably describe the records requested. Sufficient information
nmust be provided so that an enployee famliar with the subject area of the
request can locate the record with a reasonable amunt of effort. The office
responsi ble for the records should contact the FO A requester for
clarification (by phone or in witing - See sanple | anguage #1 for a
clarifying a vague request, and sanple | anguage #2 for clarifying an overly
broad request).

Clarification my be provided by the FO A requester in witing, or by
t el ephone. Docunentation on this action should be kept with the FOA file and
referred to in the response.

The BLM enpl oyee who is famliar with the requested docunents, and how t hey
are retrieved or stored, nmay be able to explain to the requester how records
are nmi ntained, and provide assistance in clarifying a vague request, or
narrowi ng a broad request.

Until the questions above are resolved, the request may be deened not to have

been received in proper formand the 10-working day tine linmt is not started
until adequate clarification is provided.
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3. Muist specify the fee category, address the naxi num anmount of fees that
the requester is willing to pay, or include a request for a fee waiver (see 43
CFR 2. 20, and Manual Section 1278).

If the above fee information is not provided by a requester, or is too vague
or broad and requires clarification, the request may be deened not to have
been received in proper formand the 10-working day tine linmt is not started
until adequate clarification is provided.

O fices handling requests are encouraged to communi cate with the requester
pronptly and obtain the required fee information in witing in order to
expedite the request processing. The clarification should be placed in the
FO A case file.

Refer to sanple |anguage #3 on fee waiver clarification; sanple |anguage #14
for willingness to pay fees when under $250; and sanpl e | anguage #17 when fees
exceed $250.

C. Creation of a Record.

A request may seek only records that are in existence at the tine the request
is received (43 CFR 2.14(c). See sanple |anguage #19 when records do not
exi st .

D. Ongoing FO A Requests:

The FO A does not require an agency to provide records that will be created or
finalized after the date on which the FOA is received. Therefore, there are
no "ongoi ng" FO A requests, and requesters for information which has not yet
been created should be notified that the record is not yet available, and

anot her FO A shoul d be sent when it is ready. See sanple |anguage #18 for
responses when records are not yet created or conpiled. Appeal |anguage

shoul d be provided to the requester as well.

E. Annual Report.

The FO A requires each Federal agency to conpile and submt to the Congress,

on or before March 1, a report of its FOA activities during the previous

cal endar year. The Bureau FO A Oficer will collect report information from
each respective State O fice, Service Center, and fromFire and Avi ation, and
provi de that report to the Departnment FO A Officer on or before February 1.

The FO A specifies certain matters that the report nust cover. |Illustration 2
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is a sanple of the FO A annual report sent to the DO FO A Oficer. The DO
FOA Oficer then conbines all DO Bureau reports and submits one report to
Congress. Illustration 1 identifies the type of log which if kept with the
FOA file will assist in preparing the annual report.
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Exanpl e of Data Collection Log For The FO A Annual Report

(1 NFORVATI ON W LL BE PROVI DED BY THE FO A COORDI NATOR AND OFFI CE RESPONSI BLE
FOR THE RECORDS:

l. (Action Ofice Code) for FO A REQUEST No. (FO A CONTROL #) from
(Nanme of FO A Requester)

. Request Deni ed?: NO Yes __ * Partially __ *
FO A Exenption(s) |nvoked
I f Exenption 3 what statute was cited:
Partial/Full denials (fee waivers or information) nust be reviewed with the
Solicitor. Solicitor who reviewed docunents and |letter was:

* Harm Statenments for Discretionary Disclosure Exenption which were
Applied Are Attached

I1l. Request not fully conplied with because:

Can't identify records

Requester refused to pay fees

No records can be |ocated

Request was wi t hdrawn

Referred to another: __ Agency _____Bureau

I nformati on provided previously

Would require creating a record

O her: (fugitive of the law, protected by copyright law etc.)

ODOOOOOOO
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(Cont" d)

V.

A/

G
G
G

HHEHFHFHHHIEH

#*

VII.

Ext ensi on taken to:
Get records from anot her source
Search & exam ne | arge anounts of records
Consult with: G Anot her Agency
G O her conponent in Interior
G Subnmitter of the information

Fol l owi ng guidelines in 43 CFR Part 2, Appendix 1, and Appendix to BLM
Handbook on Cost Recovery, H 1270-3, the total costs are: $

(list below).

Clerical Search Time @$2.30/quarter hr.:

Clerical Review Tine @$2.30/quarter hr.:

Managerial Search Tine @%$4.65/quarter hr.:

Managerial Review Tine @%$4.65/quarter hr.:

Phot ocopy @ $. 13/ page:

O her Reproduction (Actual Costs):

Certifications @$ .25/ each

El ectroni c Records @ Bureau-wi de Rates:

Post age (Exceedi ng 1lst Cl ass):

Request falls into this fee category:

G Oher G Commercial Use

G News Media G Educational & Noncomercial Scientific Institute
Costs m nus fee deductions under 43 CFR 2.20 are: $

Date Reply Mail ed:

Certified Mail Receipt #:

RESPONSE MUST BE MAI LED BY
RETURN THIS OFFICIAL CASE FILE, INCLUDING BACKGROUND MATERIAL AND FILE COPIES OF
THE RESPONSE TO , STATE RECORDS ADMINISTRATOR.
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Sample of a Completed FOIA Annual Report

DEPARTMENT OF THE INTERIOR
Freedom of Information Act 1992 Annual Report
(January 1 - December 31, 1993)

Bureau/Office Bureau of Land Management
Reporting Official Bureau FOIA Officer
Telephone No. (202) 452-5013
Date January 28, 1994
1. Requests received. 1213
2. Denials and noncompliance.
a. Number of requests fully or partially denied: 93

b. Number of times each exemption under Subsection
552(b) was invoked in making the denial:*
Exemption Times invoked

©CoOoO~NOOOA,WNEPER
=N IN
NloOh|W|O |- |0 |o |

* In some cases, more than one exemption may be cited in denying a
single request.
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Sample of a Completed FOIA Annual Report

c. List of statutes invoked under the use of Exemption 3:

Archaeological Resources Protection Act, 1979 (CO)(NV)(NM)
National Historic Preservation Act of 1966, Sections 3&4 (NV)
Federal Coal Leasing Amendments of 1976 (NM)

Indian Mineral Development Act [I] (UT)

PR R W

d. List of names and titles of officials denying records and
the number of instances for each official: *

Name and Title No. of Instances

Martha Hahn Associate State Director/Colorado State Office 1

Bob Moore State Director/Colorado State Office 2
David Strunk Acting State Director/Colorado State Office 1
Lester Rosenkrance State Director/Arizona State Office 4
Bruce Conrad Associate State Director/Arizona State Office 6
Ted Bingham Associate State Director/Arizona State Office 1
Marilyn Johnson Acting State Director/Arizona State Office 1
Pieter J. Van Zanden Acting State Director/Idaho State Office 2
Delmar D. Vall State Director/Idaho State Office 4
Edward Spang State Director/Alaska State Office 4
Marvin LeNoue Denver Service Center Director 2

..... ETCETERA
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Sample of a Completed FOIA Annual Report

e. Number of requests not fully complied with (Other authority):

(1) Requester's failure to adequately identifyrecords. 28
(2) Refusal to pay fees. 64
(3) Nonpossession of records by Interior. (Records do not exist). 128
(4) Referred to another agency. 15
(5) Request withdrawn. 38
(6) Request referred to another bureau. 18
(7) Requested information previously furnished. 48
(8) Other (explanation). 14

Fees.

Total amount of fees collected from the public. $24,714 *

Costs.

Total cost to administer the FOIA. $460,404
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Number of time extensions taken and the reason for
each.

a. The need to search for and collect the requested records from another source. 16
b. The need to search for, collect, and examine a voluminous amount of records. 58
c. Consultation with another agency, or other components in Interior. 33
Availability of records.

List new categories of records, or segregable portions

thereof, now being released. 0

Tips in Preparing the Annual Report

All FOIA Coordinators are required to keep a log of FOIA fees collected. The Department may request
that BLM submit a copy of their log during the reporting process; therefore, an accurate log of fees
collected should be maintained by each reporting office.

All reporting offices should compare previous year figures with current reporting year figures. Any
change (+ or -) of $5,000 or more requires a written justification explaining the reason for such change.

Only one denying official per denial should be reported under item 2d of the report. Solicitors should not
be listed as the denying official. The denying official is the person authorized to sign FOIA denials or
any officials whom they have designated in writing. Each denying official's location should also be
identified.
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4. A major concern of the Departmental FOIA Officer is the COST TO ADMINISTER THE FOIA, the
following areas have been identified as costs that should be included:

a.

A percentage of your clerical support person(s) salary should be included in this calculation, along
with all persons directly responsible for administering the FOIA, e.g., Specialists/Coordinators 75-
100% of salary, Secretaries/Clerk Typists 30-50% of salary, FOIA

Officer/Supervisor roughly 25% of salary, and Program Specialists at a combined 100% of one GS-
13's salary (these percentages will vary from office to office based on individual activities);

All costs for FOIA training/travel should be included;

All costs waived due to the $15 threshold should be included; and

All costs that were not factored in because of "fee category”, e.g., news media (search time),
should also be included in the cost to administer FOIA.
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CHAPTER 3 - DETERMINING WHAT IS EXEMPT FROM DISCLOSURE

A. Introduction.

The elements required in preparing a response which withholds information under a FOIA
exemption are discussed in Chapter 4. This Chapter provides guidelines on understanding the
FOIA exemptions, the recent case laws which help to clarify use of the exemptions, and how to
review BLM information to determine if a FOIA exemption applies. Further guidance may be
found in Department of Justice's yearly Freedom of Information Act Guide & Privacy Act
Overview, BLM Manual Section 1278.3, the Department's Handbook at 383 DM 15, and 43 CFR

2.13(c).

1. Some Steps Involved:

a.

b.

Pull all documents responsive to the FOIA request;

Examine them for information which have originated with another Government agency, or
Departmental bureau or office. (See sample language #7 for transferring information to
another agency for review);

Identify under which Records Access Category they fall. Category 3 indicates that
exempt information may be included in the document, and the reasons for invoking an
exemption may already be documented. Category 1 & 2 records have already been
reviewed for exempt information, and the portions which are exempt should be clearly
marked, segregated in the file, and not provided to the public for view under routine
access procedures.

(Note: If exempt information has been made available for public viewing in a reading room, then
the BLM likely has waived its ability to assert the exemption in responding to a FOIA request).

d.

Review the FOIA Exemption Checklist against the material at hand, and determine
whether it is necessary to make a sound grounds determination before invoking an
exemption to withhold the material.

Make a further analysis using the guidelines in this chapter;

.Consult with the FOIA Coordinator when there is a question;

Make a list of documents proposed for withholding; and

Consult with the office's designated FOIA attorney to determine if the documents
proposed for withholding fall under a FOIA exemption.

B. Reasons Access May be Denied Under the FOIA.

The 9 FOIA exemptions protect against disclosure of information that, for example, would harm
the privacy of individuals, proprietary interests of businesses, functioning of the Government, and
law enforcement investigations. See 5 U.S.C. 552(b), and 43 CFR 2.13(c) for a listing of the
exemptions.
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When a record contains some information that meets the legal definition of the FOIA exemption,
only that portion of the record that applies to the exemption may be withheld. The FOIA
specifically provides that any reasonably segregable portions of a record must be provided to a
requester after the deletion of the portions that are exempt. However, certain exemptions such
as the attorney-work product privilege of exemption 5 will protect information in its entirety.

C. Identifying Harm When Citing Discretionary Disclosure Exemptions.

The White House and Attorney General recently have required the following considerations.
From the list of "discretionary disclosure" exemptions below, the Bureau may apply the
exemptions to withhold information only when the agency reasonably foresee that disclosure
would be harmful to the interest protected by the exemption.

To invoke these exemptions the Department has required Departmental agencies to develop a
statement identifying what harm would result if the information were released, (see IM 94-441,
dated July 27, 1994). A sample of a harm statement is in lllustration 1 of this Chapter, and a
sample of an affidavit developed for BLM to document attorney review is in lllustration 1 of this
Chapter.

1. "Low" Exemption 2;

2. Exemption 5;

3. Exemption 6 (To the extent that the information is not covered by the Privacy Act);

4. Exemption 7(C) & 7(D) (To the extent the information is not covered by the Privacy Act);
5. Exemption 7(E);

6. Exemption 8

7. Exemption 9

The FOIA Coordinator will ensure that the document identifying foreseeable harm, and Solicitor
review is completed and maintained in the FOIA case file for use if a FOIA appeal is filed with the
Department FOIA Appeals Officer. In the response to the FOIA requester, an identification of

harm CHECK DOI POLICY - Stephanie says its wrong must be included with the FOIA exemption
cite for the information being withheld. See sample language #21 for an example of harm
statements.

D. Preparing a Response Denying Information.

The office responsible for creating and/or maintaining the records shall provide the FOIA
Coordinator with feedback on what information might be exempt under the FOIA. The FOIA
Coordinator will review the recommendations for withholding documents, and request that the
designated FOIA attorney review the response, any documents which are proposed for
withholding and any harm statements.

The proposed response sent to the designated FOIA attorney shall also include a list of the
documents being withheld. The list should include the following information: Date, subject, who
the letter or memo is to and from or when the information was prepared, and the FOIA
exemption cited (See sample language #20, and #21). This list, and a copy of the withheld
documents, redacted and unredacted will be maintained with the FOIA case file for use in a
possible appeal by the requester, and to ensure consistent treatment of the same documents by
other requesters.

If a list is too burdensome, a copy of the first page of each document may be substituted.
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E. The Nine FOIA Exemptions:

The following are the nine exemptions under the FOIA which serve as a basis for withholding
information. The Department of Justice provides an annual Freedom of Information Act Guide &
Privacy Act Overview explaining the provisions of the FOIA and the Privacy Act, an overview
discussing the FOIA's exemptions, and new Court decisions which may influence the analysis
for each exemption.

1. Exemption 1 - Classified Secret Matters of National Defense or Foreign Policy (5
U.S.C.552(b)(1)):

This protects national security information provided that it has been properly classified in
accordance with Executive Order No. 12356 (April 2, 1982).

This protects national security information provided that it has been properly classified in
accordance with Executive Order No. 12356 (April 2, 1982). Therefore information may not be
classified unless "its disclosure reasonably could be expected to cause damage to the national
security."

5 U.S.C. 552(c)(3) is a special record exclusion under the FOIA which applies to certain
especially sensitive records maintained by the Federal Bureau of Investigation pertaining to
foreign intelligence, counterintelligence or international terrorism matters. Agencies may treat
the records as not subject to the requirements of the FOIA, and deny the existence of the
information, since the existence of the record is itself a classified

fact.

2. Exemption 2 - Related Solely to the Internal Personnel Rules and Practices of an Agency (5
U.S.C. 552(b)(2)):

This (discretionary disclosure) exemption covers matters that are related solely to an agency's
internal personnel rules and practices.

Recent court decisions have construed "personnel” to refer to a broader meaning than just
personnel-related information. Also included would be a wide range of administrative
information. In light of the Administration's new policy on, a rationale for harm if the information
is released is now required in the analysis for exemption 2. Further discussion on providing
sound grounds and identifying what harm would be caused if the information were released will
follow at the end of this chapter.

There are two separate classes of documents that fall within Exemption 2.

(1) First, "Low 2" covers information relating to personnel rules or internal agency practices
is exempt if it is trivial administrative matter of no genuine public interest. A rule governing
lunch hours for agency employees is an example. Because of the requirement that sound
ground exist for withholding this kind of information, no information is generally withheld using
the "low 2" exemption.

(2) Second, "High 2", covers more substantial internal administrative matters disclosure of
which would risk circumvention of the law or an agency regulation. Law enforcement
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proceedings, or crediting plans are examples.

a. The Test for Exemption 2 is the following:

(1) The material withheld should fall within the terms of the statutory language as a
personnel rule or internal practice of the agency;

(2) The material should relate to trivial administrative matters of no genuine public interest
(IIIOW 2Il)

(3) The material would risk circumvention of lawful agency regulation ("high 2"); and

(4) There should be a harm to Government operations or to the public if the information were
released ("high" 2);

3. Exemption 3 - Matters Specifically Exempted From Disclosure by Statute
(5 U.S.C. 552(b)(3)):

The intention of this exemption is to allow statutes which require or authorize the withholding of
confidential information (and to which there was left no discretion on the issue) to remain

unaffected by the disclosure mandate of the FOIA. The Privacy Act and the Trade Secrets Act
are not Exemption 3 statutes.

a. The Test for Exemption 3 is the following:

(1) The statute must require that the matters be withheld from the public in such a manner
as to leave no discretion on the issue, and

(2) The statute establishes particular criteria for withholding or refers to particular types of
matters to be withheld. It would also have to be established that the records in question
clearly fall within the legal description of the exempting statute.

b. Examples of Exemption 3 Information: At present statutes affecting BLM which prohibit
release of specific information include the:

(1) Indian Minerals Development Act of 1982, 25 U.S.C. 2103(c).

(2) Federal Coal Leasing Amendments Act of 1976, 30 U.S.C. 201(b)(3) and 208-1(b)-(e). et
seq.;

(3) Archaeological Resources Protection Act of 1979, 16 U.S.C. 470hh(a);
(4) National Historic Preservation Act Amendments of 1980, 16 U.S.C. 470w-3; and
(5) Federal Cave Resources Protection Act of 1988, 16 U.S.C. 4301.

4. Exemption 4 - Trade Secrets and Confidential Business Information Obtained from a Person,
and Privileged or Confidential (5 U.S.C. 552(b)(4)):

The exemption is intended to protect both the interests of commercial entities that submit
proprietary information to the Government, and the interests of the Government in receiving
continued access to such data.
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Notification to Submitter of Proprietary Information. The Trade Secrets Act, 18 U.S.C. 1950,
makes it unlawful for agency employees to disclose proprietary information filed with an agency
and provides penalties for unauthorized disclosure. Similarly, Executive Order (EO) 12600
(June 23, 1987) (see Appendix IlI), mandated submitter notification when an agency
contemplates releasing arguably confidential commercial information that they believe is
confidential. See the Department of Interior FOIA Handbook, 383 DM 15, Chapter 3, lllustration
13 for a sample letter on consultation with the submitter regarding commercial information; see
lllustration 14 in the Department Handbook for sample language notifying the submitter of the
Bureau's intent to release documents; and sample language in Illustration 15 of the Department
Handbook on a response to the FOIA requester for release of information over the objection of
the submitter of the information.

However, all information that is submitted to BLM must be reviewed by BLM personnel
regardless of submitter identification as to confidentiality and a determination made as to its
confidentiality before the information can be made available in a BLM information access center,
or releasing it in regard to a FOIA request.

Another note: If the information is not "sensitive", i.e., it is published in the company's annual
report or is available through the Securities and Exchange Commission, exemption 4 may not be
invoked to protect it.

The information in question must fall under one of two categories to proceed further in an
exemption 4 analysis. The information must first be either trade secrets and/or commercial or
financial information. If the information is found to be in either of those two groups, then to
withhold it must be determined to be privileged or confidential. The following explains how to
make those determinations.

Trade secrets are considered to be: A secret, commercially valuable plan, formula, process or
device that is issued for the making, preparing, compounding or processing of trade
commodities that can be said to be the end product of either innovation or substantial effort.
There must be a direct relationship between the trade secret and the productive process.

Commercial or financial is information which would relate to business or trade, in which the
submitter has a commercial interest. This category of information also must be: (1) Obtained
from a person (not generated by the Federal Government), and (2) Privileged or confidential.
When determining confidentiality the Bureau must now establish first whether the information is
provided because it is "required" for a certain benefit, or provided "voluntarily", because there is a
different test for confidentiality for each category.

With regard to commercial or financial information that the submitter is required to provide, the
test for confidentiality is determined by whether: (1) Release of the information would impair the
Government's ability to obtain similar information in the future; or (2) release would cause
substantial harm to the competitive position of the person from whom the information was
obtained.

The test for confidentiality of voluntarily submitted information is determined by whether the
information can be proven to be routinely treated by the submitter as confidential.
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a. Summary of Test for Exemption 4:

(1) Is the information a trade secret?

(2) Is it commercial or financial

(3) Was it obtained from a person (not generated by the Federal Government)?

(4) Is the commercial or financial information required to be provided, or provided
voluntarily?

(5) If the commercial or financial information is required to be provided to the Government,
there are two tests for determining confidentiality: (a) Will release impair the
Government's ability to obtain necessary information in the future, or (b) will release
cause substantial harm to the competitive position of the submitter?

(6) If the commercial or financial information is voluntarily provided to the Government, is it
customarily kept confidential.

b. Examples of information withheld under exemption 4:

(1) Commercial and financial information received in connection with bids, contracts, or
proposals, such as: Assets income, profits, losses, and expenditures.

(2) Solid mineral information, including production data and royalty statistics.

(3) Geophysical information - locations of oil and gas well, drilling plans, exploration data,
geologic reports.

For more information see the listings in the Departmental FOIA Handbook at 383 DM 15, Section
5.4D(3).

5. Exemption 5 - Inter-Agency or Intra-Agency Memorandums or Letters Which Would Not Be
Available By Law to a Party Other Than an Agency in Litigation With the Agency (5 U.S.C.
552(b)(5)):

The threshold issue for invoking exemption 5 is whether the document is intra- or inter-agency.
Normally this requirement is met by documents generated within the agency. Documents
generated by non-Federal sources, however, also may qualify as inter or intra-agency
documents. For example, documents created by outside parties functioning as consultants to
BLM also may meet this threshold requirement.

As with exemption 2 (low 2), the Department of Justice now requires that if the exemption is
invoked, sound grounds for withholding the information must be provided if information is

withheld using exemption 5. Further discussion on providing sound grounds and identifying what
harm would be caused if the information were released will follow at the end of this chapter.

The three primary PRIVILEGES incorporated in exemption 5 are the:
(1) Deliberative process privilege;

(2) the attorney work-product privilege; and

(3) the attorney-client privilege.

The deliberative process privilege is designed to protect the quality of the agency's decision-
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making process. The purposes of the exemption are:

(1) Encouraging open, frank discussions on matters of policy between subordinates and
superiors;

(2) Protecting against premature disclosure of proposed policies before they are finally
adopted; and

(3) Protecting against public confusion that might result from disclosure of reasons that
were not in fact ultimately the grounds for an agency's action.

As with exemption 2 (low 2) a document may lose its deliberative status if it's contents are
adopted without change, formally or informally, as the Bureau's position, and also released
previously outside the Executive Branch.

Reasonably segregable factual portions of pre-decisional documents should be released. The
factual portion must be released where it can be segregated from the remainder of the
document. However, if the manner of selecting or presenting those facts would reveal the
deliberative process or if the facts are inextricably intertwined with the decision-making process,
the facts may be withheld.

a. A test for the deliberative privilege is the following:

(1) The communication must be pre-decisional (antecedent to the adoption of an agency
policy); and

(2) The communication must be deliberative (a direct part of the decision-making process,
i.e. does it make recommendations or express opinions on legal or policy matters?).

b. Examples of deliberative privilege documents are a letter from one Government
department to another about a joint decision that has not yet been made, or a memorandum
from an agency employee to his supervisor describing options for conducting agency business.

The BLM documents that will fall in this category will generally be drafts, working papers, and
handwritten notes.

6. Exemption 6 - Protects personnel, medical and similar files (of individuals), disclosure of
which would constitute a clearly unwarranted invasion of personal privacy.

Personal privacy interests are protected by two provisions of the FOIA, exemptions 6 and 7(C).
The application of 7(C) will be discussed later and is limited to information compiled for law
enforcement purposes.

Exemption 6 permits the withholding of information about individuals contained in “personnel and
medical files and similar files" where the disclosure of such information "would constitute a
clearly unwarranted invasion of personal privacy".

It important to note that, to qualify for protection under exemption 6, information must be
identified to a specific individual. The exemption normally does not apply to businesses or
organizations. However, certain information concerning employees such as their social security
numbers, and home addresses, etc. would be withheld.

Further, exemption 6 cannot be invoked to withhold from a requester information pertaining only
to himself.

Exemption 6 involves a balancing of interests between an individual's right to privacy and the

public's right to Government information, and thus differs from other exemptions. Information
will be withheld if an invasion of privacy outweighs a public interest recognized by the FOIA.
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Court cases have established standards for viable privacy standards. These are some items to
consider to determine privacy interest:

(1) The threat to privacy must be real vs. speculative;

(2) The individual had an expectation of privacy; and

(3) Individuals not corporations or business associations possess protectable privacy
interests.

(Note: Sole proprietorships are considered "individuals" and exemption 6 may be invoked to
protect their privacy).

The following are items to consider for public interest:
(1) The burden of proof for public interest is on the FOIA requester;
(2) The only public interest to be considered is whether the information sheds light on an
agency's performance of its statutory duties. Therefore the information must benefit the
public overall and not only the requester.

The Supreme Court decision, United States Department of Justice v. Reporters Committee for
Freedom of the Press, provided 5 guiding principles that govern the process by which
determinations are made under both Exemption 6 and 7(C). These are:
(1) If the information were "freely available”, there would be no reason to invoke the FOIA to
obtain access to them;
(2) The identity of the requesting party has no bearing on the merits of their FOIA request;
(3) In determining public interest, the purposes for which the request for information is made
is not considered,;
(4) The public interest inquiry is only whether the information sheds light on an agency's
performance of its statutory duties.

If information is withheld using exemption 6, and the information is not covered by the Privacy
Act, Department of Justice guidelines require sound grounds for withholding the information.
(Refer to the information at the end of this chapter for further discussion on the requirement).

a. A test for Exemption 6 is the following:

(1) Is the information contained in:
@ personnel files;
(b) medical files; or
(c) similar files". (The courts have determined "similar files" to mean information
which "applies to a particular individual™).

(2) Is a personal privacy interest threatened? The following should be considered:
(@) Information must be about a specific individual (vs a group).
(b) The information must be identifiable to the individual.
(c) Would disclosure be a "clearly unwarranted invasion of personal privacy"?
Would there be a violation of a viable privacy interest?
(d) The threat to privacy must be real rather than speculative; and
(e) If there is a privacy interest, is it greater than the public interest?

(3) What is the assessment of the public interest? The following should be considered:
(a) Does the information shed light on an agency's performance of its statutory duties?
and
(b) Disclosure must benefit the public overall and not just the requester.

Once it has been determined that there is an actual privacy interest, it must be weighed against
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the public interest. Now it must be determined which is the greater result of disclosure: the
harm to personal privacy or the benefit to the public. If the public benefit is weaker than the
threat to privacy, the latter will prevail.

b. Examples of Exemption 6 Privacy Protected Information:

The kinds of information which have been protected by Exemption 6 are personal in nature, and
may contain intimate details of an individual's life which are likely to cause distress or
embarrassment. The following are examples of cases where exemption 6 may be invoked for
certain information:

(1) Portions of SF 171s of successful applicants or those currently occupying the position,
that do not pertain to background skills and education relevant to the position would be
withheld. Copies of 171s of unsuccessful applicants are not releasable;

(2) Home addresses, personal phone numbers, age, and social security numbers are
withholdable under exemption 6 (includes Government as well as non-Government
employees);

(3) Identities of those requesting their own information under the Privacy Act;

(4) Identities of individuals writing the government expressing personal opinions, and

(5) Lists of home addresses and home phone numbers of individuals and Government
employees are withholdable under exemption 6. However, lists of companies doing
business with the Government are releasable.

(6) Other miscellaneous information that is exempted under exemption 6 are: Health
insurance benefits, letters of reprimand, marital status, individuals who provide law
enforcement agencies with reports of illegal conduct, allegations of misconduct,
background investigations, credit card numbers, financial statement, personal
misconduct, performance ratings, medical files, and payroll information.

7. Exemption 7 - Investigatory records compiled for law enforcement purposes but only to the
extent that production of such law enforcement records or information:

(A) Could reasonably be expected to interfere with enforcement proceedings;

(B) Would deprive a person of a right to a fair trial or impartial adjudication;

(C) Could reasonably be expected to constitute an unwarranted invasion of personal privacy;

(D) Could reasonably be expected to disclose the identity of a confidential source, including a
state, local, or foreign agency or authority or any private institution which furnished
information on a confidential basis...;

(E) Would disclose technigues and procedures for law enforcement investigations or
prosecutions, or would disclose guidelines for law enforcement investigations or
prosecutions if such disclosure could reasonably be expected to risk circumvention of
the law, or

(F) Could reasonably be expected to endanger the life or physical safety of any individual.

This exemption protects from disclosure "records or information compiled for law enforcement
purposes, but only to the extent that the production of such law enforcement records or
information meets certain specified criteria.

To withhold information, a foreseeable harm now must be identified. A harm statement is not

required if the information is protected under (7)(C) to the extent that it is covered by the Privacy
Act or under (7)(D) if it consists of identifying information provided by a source.
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Page2of 2 a. A Testfor Exemption (7)(A):

(1) Was the information compiled for law enforcement purposes?

(2) Is there a law enforcement proceeding pending or prospective; and
(3) Would release of the information harm the Government case in court or impede any

necessary investigation prior to the enforcement proceedings?

The law enforcement proceedings for which this exemption may apply can be criminal actions,
civil actions, and regulatory proceedings as well.

Once Exemption (7)(A) applicability ceases with changed circumstances, and agency then may
invoke other applicable exemptions.

b. Examples of Exemption (7)(A) Information:

(1) Investigative files; and
(2) Information which would reveal investigative trends, emphasis, and targeting schemes

has been determined to be eligible for protection under this exemption.

The (¢)(1) exclusion under the FOIA (5 U.S.C. 552(c)(1)), is a special record exclusion which
applies to situations in which the very fact of a criminal investigation's existence is as yet
unknown to the subject of the investigation, and disclosure of the existence of the investigation
could be expected to interfere with enforcement proceedings. Whenever a request is made
which involves access to records described under Exemption (7)(A) and the investigation or
proceeding involves a possible violation of criminal law, the agency may treat the records as not
subject to the requirements of this section.

c. A Test for Exemption (7)(B):
(1) Was the record compiled for law enforcement purposes?;

(2) Is atrial or adjudication pending or imminent?; and
(3) Would disclosure of the material sought interfere with the fairness of those proceedings?

d. Examples of Exemption (7)(B) Information:
Exemption (7)(B) is not often applied. One court has ruled that exemption (7)(B) is properly
applied where "disclosure through FOIA would furnish access to a document not available under
the discovery rules and thus would confer an unfair advantage on one of the parties".
e. A Test for Exemption (7)(C):
This is the law enforcement counterpart to Exemption 6. Questions to ask are:
(1) Were the records compiled for law enforcement purposes?;

(2) Is there a threatened privacy invasion?;
(3) Do the privacy interests outweigh the public interests in disclosure?
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See the previous test for Exemption 6. (Note: If the information encompassed by exemption
(7)(C) is not covered by the Privacy Act, the Bureau must determine whether sound grounds
exist to withhold the information).

f. Examples of Exemption (7)(C) information that would be protected:

(1) References to persons who were of "investigatory interest” to a criminal law enforcement
agency;
(2) Names of individuals where disclosure may damage reputations or lead to personal
embarrassment or discomfort; and
(3) Identities of Federal, state, and local law enforcement personnel referenced in
investigatory files, when release could subject them to harassment and annoyance in the
conduct of their official duties, and in their private lives.

g. Test for Exemption (7)(D):

Exemption (7)(D) contains two clauses with different standards for withholding information
which are:

(1) Clause one: Records or information compiled for law enforcement purposes which
could reasonably by expected to disclose the identity of a confidential source, including a
state, local, or foreign agency or authority or any private institution which furnished the
agency information on a confidential basis.

The test for the applicability of clause one of exemption (7)(D) is:
(@) Was the information compiled for law enforcement purposes? and

(b) Was the information obtained under an express or implied promise of confidentiality?

(2) Clause two: All information furnished to law enforcement authorities by confidential
sources in the course of criminal or lawful National Security Investigations.

The test for the applicability of clause two of exemption (7)(D) is:

(a) Was the information compiled in the course of a criminal or lawful National Security
investigation? and

(b) Was the information obtained under an express or implied promise of confidentiality?

h. Examples of Exemption (7)(D) Information:

(1) For clause one of exemption (7)(D), all information that would identify a confidential
source, including such obviously identifying information as the informants's name and
address and all information that would tend to reveal the source's identity is withholdable.

(2) For clause two of exemption (7)(D), all information provided be the confidential sources,
even information that would not tend to identify the source is withholdable.

I. A test for Exemption 7(E):

(1) Was the information compiled for law enforcement purposes?
(2) Would release disclose techniques and procedures for law enforcement investigations or
purposes? or
(3 Would release disclose guidelines for investigations or prosecutions that could
reasonably be expected to risk circumvention of law?
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j- Examples of Exemption 7(E) Information:

Law enforcement manuals, and law enforcement guidelines which correlate to a specific harm
to law enforcement efforts. Specific techniques used in a particular case could reveal agency
strategy in similar cases.

k. A Test for Exemption 7(F):
(1) Was the information compiled for law enforcement purposes?

(2) Could release reasonably be expected to endanger the life or physical safety of any
individual (not just law enforcement personnel)?

Privacy interest vs public interest is NOT a consideration for this exemption as with 7(C).
I. Examples of Exemption 7(F) Information:
(1) Names of special agents and law enforcement personnel (even after retirement);
(2) Names, identifying data, and aliases of local undercover law enforcement officers;
(3) Names mentioned in criminal investigation files or mental health reports;

8. Exemption 8 - Covers matters that are "contained in or related to examination, operating, or
condition reports prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions".

This exemption is not normally applicable to BLM documents. Basically, the two major purposes
underlying this exemption are: (1) "to protect the security of financial institutions by withholding
from the public reports that contain frank evaluations of a bank's stability"; and (2) "to promote
cooperation and communication between employees and examiners".

Even if the information meets the legal requirements of the Exemption, an identification of a
foreseeable harm is required in order to withhold the information under this information, as with
the other discretionary disclosure exemptions cited in the beginning of this Chapter.

9. Exemption 9 - Covers "geological and geophysical information and data, including maps,
concerning wells."

This exemption is rarely invoked by BLM. The exemption applies only to well information of a
technical or scientific nature. The information in question may also be protected by Exemption
4.

Even if the information meets the legal requirements of the Exemption, an identification of a
foreseeable harm is required in order to withhold the information under this information, as with
the other discretionary disclosure exemptions cited in the beginning of this Chapter.

Some examples of documents withheld under Exemption 9 are: Number, locations, and depths
of proposed drill sites.
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Statement of Sound Grounds for Withholding

A statement of " sound grounds’ in withholding information isrequired for each document (or
portion of document) being withheld for FOIA exemptionsrequiring a sound grounds
statement.

The attached harm statements identify the document(s) (or withholdable portions of documents) being
withheld. It is determined that sound grounds exigt for withholding the document(s) as identified, and
under the exemption(s) indicated.

1. Letter from the Didrict Office to the State Director dated April 16, 1992, providing input on a
proposed policy for oil shade mining is being withheld under FOIA Exemption 5 as pre-decisond and
deliberative. A find decison has not been made, and reease of the information may inhibit frank
discussions on matters of policy between subordinates and superiors.

2. Record of phone conversation dated May 6, 1992, between the Washington Office and the State
Director who is providing advice to Washington on proposed mining policy. Exempt under FOIA
Exemption 5 as pre-decisona and deliberative. Release of this information would harm the qudity of
agency policy snce afind decision on policy has not been made.

3. Law enforcement manuals requested are being withheld under Exemption 2 (high 2), which
concerns subgtantid internd matters, the disclosure of which would risk circumvention of alegd
requirement. Release of thisinformation would risk the circumvention of alaw or agency regulation.

(Name) (Date)
Headquarters or State FOIA Officer or Coordinator

(Title)

(Bureau)
The Solicitor's Office was consulted concerning withholding of thisinformation. The atorney consulted is

Note: Theinformation on sound grounds should be maintained with the FOIA casefile for
referenceif a FOIA Appeal isfiled with the Department. Thisinformation isnot shared with
therequester.
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PROCESSING INITIAL FREEDOM OF INFORMATION ACT REQUESTS
A. Introduction.

All FOIA requests should be coordinated with Bureau FOIA Coordinators. The questions in the
checklist (refer to lllustration 1 of this Chapter), are to assist in preparing a FOIA request. Any
guestions on overall Bureau FOIA policy should be directed to the Bureau FOIA Officer,
Washington Officer (WO), IRM Liaison Team.

The Washington Office, Directives Team provides support for responding to WO FOIA
correspondence. The State/District/Center FOIA Coordinators will assist the program staffs in
their respective offices. The following are steps for processing a FOIA request based on
Department regulations, and Bureau policy:

B. Steps in Processing a FOIA Request.

1. when a BLM employee other than the FOIA Coordinator receives a FOIA request, or
receives a request for information that is covered by one of the 9 FOIA exemptions, they should
immediately contact the office FOIA Coordinator to assist in processing the request according to
regulations, and to ensure the information is provided for the Annual Report to Congress.

2. The FOIA Coordinator's staff will date stamp, log-in and track the request.

3. The FOIA Coordinator will assign a control number, request necessary records and
information from program offices. The FOIA request is hand carried to the program office
responsible for action.

4. When records are not located in the WO, the WO FOIA Coordinator will transfer the FOIA
request to the appropriate field installation or Federal agency. See sample language #4, 5, 6, or
7 (whichever apply). Due dates will begin to be counted from the date that the request is
received by the appropriate BLM facility.

5. When responsive records to a FOIA request reside in more than one Bureau
state/Center/WO, the WO FOIA Coordinator will be the contact point to coordinate a FOIA
response for the Bureau offices involved in providing information.

6. The program office responsible for the documents requested provides the documents
responsive to the FOIA request and other FOIA processing information requested to the FOIA
Coordinator by expeditious handling.

7. The program office responsible for action provides within the time frame requested,
information on fees incurred for processing the FOIA request, recommendations on fee waivers,
and recommendations on FOIA exemptions that may apply to the responsive information.

8. The program office will review documents responsive to the request for releasability. When
a decision has been made to withhold documents under a "discretionary disclosure” exemption,
they will provide statements identifying what harm there would be if documents were released.
The FOIA Coordinator will review questionable documents or those proposed to be withheld, and
coordinate any responses withholding documents with the office's designated FOIA attorney
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(see Chapter 6, Section C, and sample language #21 for further information on discretionary
disclosure and "harm statements™). Any questions involving Bureau FOIA policy on withholding
information can also be directed to the Bureau FOIA Officer, WO, IRM Liaison Team.

9. The action office should provide a copy of the documents being released to the requester,
and a set of copies for the FOIA Case File. Copies of withheld documents (without deletions)
also should be provided for the FOIA Case File which is maintained by the FOIA Coordinator.
Exemptions used should be indicated in the margins of the documents where information is
deleted. Copies of "harm statements" and affidavits should be filed in the FOIA Case File (see
Chapter 3 of this Handbook).

10. The WO FOIA coordinator will prepare the final response for the WO, which will be signed
by a designated denying official or Bureau FOIA Officer.

11. Responses prepared in BLM facilities other than the WO, will be signed by authorities
designated in Manual Section 1203.

C. Basic Elements of a FOIA Response Letter.

The following is information which should be included when applicable, in drafting a response to
a FOIA request:

1. Date of letter; to whom letter is addressed (i.e., BLM Director or Secretary of the Interior);
when received; and subject of the letter.

2. ldentify if record will be released, and whether it is released in whole or part.
3. Cite FOIA exemption(s) if information is being withheld.

4. Identify the foreseeable harm for releasing information that falls under a discretionary
disclosure exemption.

5. If information could legally be withheld under a discretionary disclosure exemption, but is
being released because there is no foreseeable harm, let the requester know this.

6. When and where records can be made available if the requester desires to view records
before copies are made.

7. Notification of charges, or fee waiver determination.
8. Let the requester know if the Bureau has decided to release information which falls under a

discretionary disclosure exemption, for which there would be not harm in releasing the
information.

9. Advise the requester of his/her right to appeal when records are denied, do not exist, or
cannot be located. The notification of right to appeal is also required for a fee waiver denial.
11. Provide the name and title of persons responsible for denial.

12. Provide the name and phone number of contact person.

D. Suggested FOIA Record Keeping.
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All FOIA records should be set up separately and set apart from all other correspondence.
Refer to Departmental Manual 383 DM 15, Chapter 2 for maintenance of FOIA, and Privacy Act
files.

FOIA files which are retrievable by a personal identifier such as an individual's name constitute a
system of records under the Privacy Act. Refer to Departmental Manual 383 DM 1 - 13 for the
handling of Privacy Act System of Records, and also BLM Manual Section 1278.07, .82, .83, and
.84. See also, Privacy Act Systems notice OS-71, FOIA Request Files System, and OS-69,
FOIA Appeal Files.

Each FOIA request should be put into a separate file folder. This is the official file and should
contain the following at minimum:

1. The original request letter;

2. The file copy of the response, including a list of all records that were provided to the
requester;

3. Any other records concerning the status of the request; follow up correspondence with the
requester; or phone conversations, E-Mail, or FAXes that were sent and received,

4. Any interagency communications regarding the request;
5. Copies of the documents being withheld (if too numerous then just a copy of the first page).
If portions of documents are withheld the full version marking sections withheld, and exemptions

used should be filed in the folder;

6. A copy of the statements identifying sound grounds for withholding information, and
affidavits of the Solicitor's review when FOIA discretionary disclosure exemptions are used; and

7. A copy of any appeal filed, and the Department's determination of the appeal.
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CHECKL| ST FOR PREPARI NG A FO A RESPONSE

Was the request made in witing, and did it cite the Act?

Technically it would not be considered a FO A request. However, even
though the Act is not cited, it may be treated as a FOA if the records
requested are considered non-public because a FO A exenption may apply.

Did the request reasonably describe the records requested?

If not, the requester should be contacted to clarify what docunents he
specifically wants.

Did the request specify the fee category and identify how nmuch they are
willing to pay?

If the fee category (43 CFR 2.20) is not obvious, and the nmexi mum anount
the requester will pay in fees is not provided, contact the requester for
this information.

Is there a need to clarify whether a fee waiver is justified?

If so, the requester should state in witing how he qualifies for a fee
wai ver in connection with the particular request. Refer to (43 CFR
2.21(a)) for conditions for justification of a fee waiver.

Does the FO A requester desire a record that is not in existence at the
date of the request?

A Federal agency is not required by the FOA to do research for a
requester, to conpile or analyze data, or to answer questions. M nor
reprogrammi ng of conputer prograns nmay be advi sable, when the reprogranmm ng
is not burdensone or extrenely costly to the Bureau.

An agency has the right to choose the format of disclosure where the

choice is reasonabl e under the circunstances. Departnent regul ations
provi de that where the agency determines that creating a new record will be
| ess burdensone than disclosing |arge volumes of unassenbled material, the
agency may, in its discretion, agree to creation of a new record as an
alternate to disclosing existing records.
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Can a response be made within 10-working days as required by | aw?

Prepare a letter requesting a 10-day extension, if because of circunstances
identified in the 43 CFR, the first 10-day due date can't be net (43 CFR
2.17(c)).

Are there any documents which may contain confidential or sensitive
i nformati on?

Identify exenmpt docunents (or portions of docunents) according to FO A
statutory exenptions listed in 5 USC 552(b), and provide harm statenents
when necessary. The response nust include information on how the FO A
requester may appeal the denial of any documents wi thheld under a FO A
exenption. (43 CFR 2.18)

Before making a final deternmination and response denying a fee waiver or
wi t hhol ding a record, consult with the office's designated FO A attorney.

Is any of the responsive information provided by a business,
associations, or Indian tribes, which may contain confidentia
conmercial or financial information?

The submitter of that information nust be notified that the information may
be rel eased. The submitter of those docunments has 10 days to review the
docunents in question and provide sufficient reason why the information is
confidential, and should be withheld. See Executive Order 12600 and

43 CFR 2.15(d).

Were any responsive docunents originated by another Federal agency?

Forward a copy of the Bureau's FO A response, together with the docunents
whi ch originated fromthe other agency, to the other Federal agency for
review. That agency will be instructed to provide a direct response to the
requester, and the requester will be notified of this action in the
Bureau's response (See 43 CFR 2.15(b).

If the FO A response is not conpleted within 20 worki ng days (which
i ncl udes the 10-day extension).

Prepare a letter of delay, identifying the FO A requester of their right to

file an appeal, and provide appeal |anguage. (Refer to Chapter 3 of this
Handbook, and 43 CFR 2.17(3)(f))
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CHAPTER 5 - COWPUTI NG FEES
A | nt roducti on.

Under the FO A, an agency is permtted to charge certain fees for processing
FO A requests, which will vary depending on which FO A fee category the
requester falls under. Fees can be recovered only for the actual costs
associated with providing access to BLMrecords (43 USC 1460).

The FO A request should include a willingness to pay fees, and, if a fee

wai ver is sought, the requester nust provi de adequate justification (see 43
CFR 2.21 and Manual Section 1278.36). |f the above is not provided in the
incoming FOA, the FO A coordinator should notify the requester of the
estimated fees, and suspend action on the FOA until clarification has been
made (See sanple | anguage #3.). The FO A Coordi nator should also give the
requester an opportunity to nmodify his/her request at that tine to reduce the
fee, and note it in the response letter.

DO does not charge the requester if the fees are $15 or less, as the cost of
the collection would be greater than the fee. Unless waived, fees for
responding to FO A requests will be charged in accordance with the provisions
of 43 CFR 2.20 and 43 CFR Part 2, Appendix A. The Ofice of Management and
Budget issued uniform FO A fee schedul es and guidelines in the March 27, 1987
Federal Register Notice Vol. 52, No. 59. See Appendix Ill for a copy of the
OMB Federal Register Notice.

Docunments required to be made public under 5 U. S.C. 552(a)(1) and (a)(2) do
not require a FO A request (i.e. rulenmaking that affects the public,

organi zational information, and statements of policy). Also refer to 43 CFR
Part 2, Subpart A Fees for these docunents are covered by normal BLM cost
recovery. Refer to Manual Section 1270-3, Cost Recovery for established BLM
cost recovery rates and charges. Refer to Illustration 2 for a |list of

al l omwabl e FO A fee charges.

Even though charges may be wai ved or reduced according to OVB and DOl

gui del i nes, an accounting of actual costs is necessary for the FO A Annual
Report. See Illustration 1 of Chapter 2 for a sanple | og which can be
retained in the FOA file and used to conpile the Annual Report information.

B. Aggregating Fees For Miltiple FO A Requests.
Since fees under $15 are not charged according to DO fee gui dance (see sanple

| anguage #16), there are instances when a FO A requester may file a nunber of
FO A requests which may fall under this threshold in an attenpt to avoid
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paying fees. OMB guidelines in Federal Register Notice dated

March 27, 1987, Vol. 52, No. 59 (see Appendix Il1), and recent court cases
(Edward P. Atkin v. Equal Enpl oyment Opportunity Conmi ssion, Civil Action No.
91-2108, U.S. District Court for the District of New Jersey, Dec., 27, 1992)
provi de the follow ng guidance to determ ne whether FO A requests should be
aggregated in light of fee charges:

1. It is reasonable to presume that nultiple requests for docunents
rel ated by subject that could reasonably have been the subject of a single
request and which occur within a 30-day period are made to avoid paying fees;
2. The requests concerning the sanme subject may have been made from
different requesters. However, there must be a concrete basis that nultiple
requesters are colluding to avoid paying FO A fees.

Notify the requester that further requests woul d be aggregated, and charges
assessed based on the aggregated requests. Refer to sanple | anguage #28 for
| anguage regardi ng aggregating fees.

C. Considerations in Assessing Fees.

There are a nunber of things which affect the amobunt of fees charged in
response to a FO A request. Sonme of these are the fee category the FO A
requester falls under and all owabl e charges for that category; or whether the
requester qualifies for a fee waiver. The follow ng sections will explain
this further.

D. Determ ning Requester's Category.

If a request is processed under the FO A, one of the first steps in processing
the request is to identify which of the four FO A fee category the requester
qualifies (see 43 CFR 2.20). If the category is not clear at the receipt of
the FO A, the FO A coordinator should notify the requester that nore
information is needed to make a determ nation

When it seems likely that a FO A requester has sent sinmilar requests to nore
t han one Bureau office, FO A Coordi nators shoul d contact other BLM

Coordi nators regarding the deterninati on made by the other offices on the
requester's fee category to ensure that consistent charges are nade of the
requester for simlar information. (lIn sone cases a Bureau-w de program nmay
be the subject of the FOA, or it copies to other Bureau offices nay be

i ndicated in the inconing).

In cases where FO A requesters request consideration as non-commerci a
requesters, the FO A Coordi nator should use discretion in researching the
accuracy of this category (for exanple, checking whether the requester has a
tax exenpt number, or checking with other FO A coordinators). As with the
above the FO A Coordi nator should use discretion in researching whether an

i ndi vidual is actually representing the group they claimto be involved with
for purposes of fee waivers, or requesters categories.
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E. FO A Fee Categories.

The following are the FOA fee categories identified in the FOA Refer to 43
CFR 2.20 for nore detailed definitions, and the Departnment of Justice FO A
gui de for explanations:

1. Commercial Use Request: Request fromor on behalf of a person who seeks
informati on for "a use or purpose that furthers the commercial, trade or
profit interests of the requester or the person on whose behalf the request is
bei ng nmade".

2. a. Educational Request: The requester should be officially a nenber of
the institution, and its purpose should be scholarly.

b. Non-Commrercial Scientific Institution Request: A requester seeking
records under the auspices of an educational institution is to be used in
furtherance of scholarly research.

3. Non-Comercial News Media Request: This refers to any person actively
gathering information of current interest to the public for an organi zation
that is organized and operated to publish or broadcast news to the genera
publi c.

Excluded fromthis definition are: Private libraries, private repositories of
Government records, or information vendors or data brokers who request use by
others. Freelance journalists may be included where they can denonstrate a
solid basis for expecting the information disclosed to be published by a news
or gani zati on.

4. O her Requesters: This category applies to all requesters who do not
fall within the preceding fee categories.

F. Al owabl e Fee Charges:

The following chart indicates the fee paynents based upon the requester's
category. The three cost conponents are search tinme, review tine, and
duplication.

1. Search Tine: Refers to the tine it takes to reasonably |ook for

responsi ve material, including a page-by-page, or line-by-line identification
of material within docunents, whether documents responsive to the request are
| ocated or not. In regard to databases, search tinme refers to the use of

conputer tinme to | ocate and extract requested records.

2. Review Time: Refers to the time it takes to exam ne a docunent for
the purposes of determ ning whether all or what portions of the document can
be discl osed under the FOA It does not include the time spent resoling
general legal or policy issues regarding the applicability of particular
exenptions or review ng on appeal exenptions already applied.

Fees for review tinme may only be assessed on comrercial requests. Searches

will be conducted in the nost efficient and | east expensive manner, so as to
mnimze costs for both the agency and the requester
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3. Duplication Fees: Refer to the chart in Illustration 2 of this
Chapter.

G Applicable Fees by Category.

Refer to Illustration 1 of this Chapter, which is a chart to aid in
assessing fees.

H.  Schedul e of DO Fees.
Refer to Illustration 2 to identify allowable rates.
I. Conputerized Records.

Charges for services in processing requests for records maintained in
conmputerized formwi |l be calculated in accordance with criteria listed in the
Department's FO A Handbook at 383 DM 15, Chapter 4, 43 CFR Part 2, Appendi x A,
or BLM Cost Recovery Manual if neither of the previous apply.

J. Col | ection of FO A Fees:

The bill for collection form (Form 1371-22) should be used by BLM of fices for
billing for collection of fees. See Illustration 3 for sanple | anguage.
State, District and Resource Area offices will recover costs thenselves, and
retaining all fees recovered from providing access to records in BLM s copy
fee account (5700). The Washington Office will direct billing to:

Bureau of Land Managenent
Denver Federal Center, SC-615
P. 0. Box 25047

Denver, Colorado 80225-0047

K. Del i nquent Paynent :

The FO A Coordi nator should develop a nethod to foll ow up on whether a FO A
requester has actually paid fees charged for information provided, and note it
in the FOA Case File. The FO A requester can be contacted by tel ephone or
letter to determ ne whether the original FO A response was received, and that
there are outstandi ng paynents due.

O her BLM FO A Coordi nators should be notified of grossly delinquent paynents.
Where a requester has previously failed to pay a fee within 30 cal endar days

of the date of the billing, the Bureau may require paynent of the full anount
owed before that office or other Bureau offices begin processing the new
request. |If a request has an outstandi ng bal ance, BLM shall in nost cases

deny responding to future requests. Refer to |anguage in Sanple 15 of
Appendi x 1.
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Chart Showi ng Applicable Fees by Category For FO A Requests

REQUESTER' S REVI EW DUPLI CATI ON
CATEGORY

Actual direct Act ual Actual direct
costs direct costs
costs

Non- conmer ci al No Char ge No charge Actual direct
(educational or costs
scientific institution 1/

or news
nmedi a

Al'l others Actual direct No charge Act ual direct
costs costs
2/ 1/

1/ First 100 pages of paper copies or reasonabl e equival ent, such
as a mcrofiche containing the equival ent of 100 pages, are copied free.

2/ First 2 hours of manual search tine are free. If requested records are

mai ntai ned in a conputerized database, BLMw Il use the follow ng fornula,
suggested by OvVB, to provide the equivalent of 2 hours manual search tine free
before charging for conputer search time: The operator's hourly salary plus
16 percent will be added to the hourly cost of operating the central
processing unit that contains the record i nformation.
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Chart Showi ng Fee Costs for FO A Requests

SERVI CE RATE

Enpl oyee Ti ne:
Clerical $2.30 per 1/4 hr.
Pr of essi onal $4.65 per 1/4 hr

Phot ocopyi ng:
(Up to 8 1/2" X 14")

$ .13 per page

Phot ocopyi ng: Actual Direct Cost or
(Over 8 1/2" X 14") Repr oducti on
2/

Conmput er Costs Actual Direct Cost
(See 383 DM 15.4, 43 CFR
Pt.2 Appendix A, or BLM Manua
1270-3 - Cost Recovery)
12/

Certification

$ .25 per certificate

Supplies and Ot her Materials

Actual Direct Cost

Docunent s Requiring Speci al

Actual Direct Cost

Handl i ng (See *)
2/
Ot her Than First-Cl ass Mai | i ng Charges are Added
Post age for Special Miiling
1/ Requesters entitled to the first 2 hours of manual search tine for
free, when records are nmaintained in a conputerized database, BLMw || use

the followi ng formula, suggested by OVB, to provide the equivalent of 2
hours manual search tine free before charging for conputer search tine:
The operator's hourly salary plus 16 percent will be added to the hourly
cost of operating the central processing unit that contains the record

i nformati on.

2/ Requesters entitled to the first 100 pages of copies free, will not be
charged for the equivalent of 100 pages at $ .13/page or $13.00.
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A. I nt roducti on.

The FO A Coordinator will provide guidance to managenent in naking a fee

wai ver determination according to the analysis provided by the Departnent of
Justice below. (Also see 43 CFR 2.21 (a), and DO FO A Handbook, 383 DM 15
Section 4.10)

Each anal ysis nmust be done on a case-hby-case basis, regardless of whether a
FO A requester has requested a fee waiver in the past, or simlar information
was provided without a fee waiver. Oher circunstances such as the type of
records requested, or the category of the requester is identified may affect
the outcome of an anal ysis.

It is inmportant that the Bureau be consistent in its analysis for fee waivers
fromone office to another to avoid being arbitrary.

If nmore information concerning justification of a fee waiver is required, the
FO A Coordi nator should contact the FO A requester as soon as possible to
request further information. BLMw |l not start processing the request unti
the fee waiver issue has been resolved unless the requester has provided
written assurance of paynent.

B. Fee Wiiver Standards. |n 1987 the FO A Reform Act established new fee
wai ver guidelines setting forth specific criteria, for Federal agencies to
apply in determ ning whether the public interest warranted a wai ver or
reducti on of fees.

In order to determ ne whether the disclosure of the requested information is
in the public interest because it is likely to contribute significantly to
publ i ¢ understandi ng of Governnent operations or activities, agencies should
consider the follow ng four standards:

1. The subject matter nust specifically concern identifiable
"operations or activities of the Governnent";

2. The disclosable portions of the requested information nmust be
meani ngfully informative in relation to the subject matter of the request.

Courts have held that requests for information already in the public domain,
either in a duplicative or a substantially identical form may not warrant a
fee wai ver when the disclosure would not be likely to contribute to an
under st andi ng of Governnent operations or activities when nothing new woul d be
added to the existing public record;

3. The disclosure nmust contribute to the understanding of the public at
| arge as opposed to the individual requester, or a narrow segnent of
i nterested persons; and

Page -95-



VI -2

4. Disclosure nmust contribute significantly to public understandi ng of
Government's operations or activities. The Ievel of public understandi ng nust
be likely to be enhanced by the disclosure to a significant extent.

Pl ease note that such a determ nation nust be an objective one. Agencies are
not permtted to nake separate val ue judgnments as to whether any information
that would in fact contribute significantly to public understandi ng of
Government operations or activities is inportant enough to be made public.

Once the "public interest" requirement for a fee waiver has been net above.
The foll owi ng should be consi dered:

1. The Bureau nust deterni ne whether the request involves any commerci al
i nterest of the requester which would be furthered by disclosure. A
commercial interest would further a comercial, trade or profit interest as
those terns are conmonly understood; and

2. The Bureau nust then bal ance the requester's commercial interest
against the identified public interest in disclosure and determ ne which
interest is "primry".

It is inmportant to note that the burden is on the requester to show that

he/ she neets all the criteria for a fee waiver. The BLM however, should give
the requester the opportunity to show how he/she qualifies for a fee waiver if
the requester has not nade a sufficient showing in the initial request.

C. Fee Waiver and Public Information.

If a requester asks for a fee waiver, which is information routinely
accessible to the public in public roons, or provided to the public at a BLM
of fice, BLM nmust process these fee waiver requests using the same principles
di scussed in Parts A and B. |In other words, these requests nust be deci ded
and reviewed on a case-by-case basis; the nmere fact that the docunents are
avail abl e for inspection in a public roomis not sufficient basis, standing
al one, to deny a fee waiver.

To give FO A coordinators an idea of how courts and the Departnent have
deci ded appeal s invol ving denials of fee waivers for public room docunents,
following is a discussion of sone of the cases decided in 1993 to 1995.

1. The Oregon District Court, in a decision issued April 22, 1994, ruled
that a non-profit, public interest organization had failed to show that it
satisfied the Departnent's criteria for granting a fee waiver in connection
with the group's request for all of the BLMs active right-of-way files kept
by BLM offices in Oregon, a request which total ed approxi mately 315, 000 pages
of docunents. All of the docunents were kept in BLM public roonms. The court
ruled that in order to obtain a fee waiver for such a broad category of
docunents, a group must "specifically identify a public interest not already
sufficiently served or capabl e of acconplishnment under the status quo." The
court ruled that, for purposes of showing entitlenent to a fee waiver, it is
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not sufficient that a group has an interest in various environnmental issues.
Oregon Natural Resources Council v. Bureau of Land Managenent, No. 92-6425-TC
(D.Ore. April 22, 1994). The court remanded the case to the BLMto allow the
group anot her opportunity to showit was entitled to a fee waiver for the
records at issue in the lawsuit. BLM once again denied a fee waiver request.
The Departnent, in a decision issued in April 1995, upheld the denial after
concluding that the group had failed to submt sufficiently specific

information to show it was entitled a fee waiver. Interior FO A Appeal No.
94- 199.
2. In a decision issued June 6, 1995, the Departnent deternined that a

public interest group in Colorado did not qualify for a fee waiver in
connection with a request for docunents kept in a BLM public room because the
BLM had al ready given the group free copies of information containing the

i nformati on sought. The fact that the BLM kept the documents available in a
public room and had di ssemi nated free copies of the infornmation to persons on
its mailing list, including the requester, justified BLMs denial of the
request. Interior FO A Appeal No. 93-160

3. In a series of decisions issued in April and May 1995, the Departnment
concluded that while a public interest group had failed to showits
entitlenent to a fee waiver at the request |evel, the group denonstrated on
appeal that it nmet the Departnment's criteria for granting a fee waiver even
though the records, all of which pertained to grazing issues, were kept in a
BLM public room On appeal, the group subnitted docunents to show it had the
ability and intention to disseninate the requested information, which total ed
| ess than 2,000 pages of information per request, to the general public, thus
satisfying its burden of show ng di sclosure would contribute to the
under st andi ng of the public at large. BLMfurther confirned that, with the
exception of making the docunents available in its public roons, it had not
publicly dissem nated the requested docunents. The Department therefore
concl uded that disclosure of the information was likely to contribute
significantly to public understanding of the BLMs grazing program Interior
FO A Appeal Nos. 93-252, 94-223, and 95-008

The pattern that energes fromthese recent decisions is that the fact that BLM
mai nt ai ns requested docunments in its public rooms is an insufficient basis,
standi ng al one, for determ ning that rel ease of docunents will not contribute
significantly to public understanding. Therefore, a fee waiver request may
not be denied solely on the basis that the docunents are available in a public
room On the other hand, the requester nust show that he/she neets the
criteria for receiving a fee waiver, i.e. that disclosure is in the public
interest and not primarily to serve the requester's commercial interest. As
the Oregon District Court ruled, the fact that a group is non-profit and
operates in the public interest is insufficient, standing alone, to
denonstrate the group's entitlenment to a fee waiver. Further, if the BLM in
addition to maintaining information in a public room has disseninated the
requested i nformation via other neans, such as to persons on a nmailing list or
to libraries, then the fee waiver likely nay be denied on the grounds that
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di scl osure of free copies of the docunents will not be likely to significantly
contribute to public understanding of BLM s operations and activities.

D. Fee Waiver and Information Available under 5 U S.C. 552(a)(1) or (a)(2).

Information listed in the Act (see also 43 CFR Part 2, Subpart A) under these
cites are not covered under the FO A and therefore are subject to standard
cost recovery, not FOA fee rates, and fee waiver provisions. Such

i nformati on woul d be charged according to BLM cost recovery procedures.

The foll owing are sone exanpl es of information which are covered by this
portion of the Act:

1. Substantive rule of general applicability adopted as authorized by |aw

2. Statenents of general policy; and

3. Administrative staff manuals and instructions to staff that affect a
menber of the public.
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A | nt roducti on.

Under the Departnment's regulations (43 CFR 2.18), requesters nust file an
admi ni strative appeal with the Departnment when:

1. Records have been withheld either partially or entirely when a FO A
exenption applies (see sanple | anguage #20 and 21 in the Appendix of this
Handbook) ;

2. A request has been denied for failure to describe requested records or
for other procedural deficiency or because requested records cannot be | ocated
(See sanpl e | anguage #19);

3. A fee waiver request has been denied (see sanple | anguage #29) ; or

4. A decision on a request has not been communi cated to the requester
within the prescribed tinme lints (see sanpl e | anguage #9).

The initial denial letter must provide the requester with the proper
procedures for filing a FO A appeal according to 43 CFR 2.18 (see address
change identified in sanple | anguage).

B. FO A Appeal Process.

The Departnent of the Interior FO A Appeals O ficer will receive FOA
appeals fromthe FO A requester, distribute copies of appeals to the Division
of General Law, SOL-G., for legal review and preparation of a |egal opinion
and recommendati on (when information is being denied, or a fee waiver is
denied); to the BLM FO A Oficer; and other appropriate offices in the
Department. The BLM FO A Oficer or Coordinator will provide copies of the
appeal to the appropriate BLM State Offices or field facilities.

The FO A Appeal O ficer may contact the Bureau FO A Officer for additional
i nformati on regarding the appeal, for copies of the docunents withheld, for
docunent ati on of reasonable search of records, and explanations of fee waiver
deni al decision. |[If a statenent of harm was not provided during the initial
response process, then a request for such information may be requested for
i nformati on wi thheld using a exenption requiring a sound grounds statenent.
The Bureau FO A O ficer or Coordinator will contact appropriate Bureau offices
for requested information.

General Law will then review the information and provide a | egal opinion to
the Departnent's FO A Appeals O ficer. The Departnent then nakes a final
deci sion on the appeal.

A copy of the opinion and decision letter will be provided to the BLM FO A

Oficer and the FOA Oficer or Coordinator will provide a copy to the
appropriate BLM office.
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In the final decision, the Departnment may instruct BLMto take action, such as
rel easing information originally w thheld.

If the requester does not agree with the Departnment's decision, then the
requester may file a lawsuit in Federal District Court. The United States
Attorney's OFfice or the civil litigation staff at the Departnment of Justice
will be assigned to represent the Departnment.

The deci sions nade by the Departnment and judges in court cases help to clarify
FO A requi renments. For an annual sunmary of FO A case |aw refer to The
Department of Justice FO A and Privacy Act Overview.
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Sanpl e Language | ndex

Clarification of a vague request

Clarification of an overly broad request

Fee waiver clarification

Request was transferred to another BLMfacility

Request was transferred to another Interior Agency, or Governnent
Depart ment

Menmo referring a FO A to another BLM facility, or Governnment Agency
Referring records to another agency for review

Ext ensi on of a 10-day time limt

Del ay in processing request

Di sposition of a FO A response

Request is being treated as a FO A request

Anot her Governnment agency should not file a FO A request

Sanpl e | anguage to requester to pay fees (When under $250)

Sanpl e | anguage requesti ng advance paynment (Wien paynment was previously

| at e)
Fees under $15, and no paynent is required
Costs exceed $250 and prepaynment is required

Reply to questions and creating new records
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18.

19

20.

21

22.

23.
24.

25.
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No record response (No records can be | ocated)

W t hhol di ng records under a FO A exenpti on when no harm st at enent
applies

Sanpl e | anguage denying a fee waiver

Sanpl e | anguage to subject of a request for Privacy Act protected
records

Sanpl e | anguage to a requester for Privacy Act protected records of
anot her person

Mul tiple FO As are being aggregated and fees will be charged
Rel ease of a database including a disclainmer statenent

W t hdrawal of a FO A appeal
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Sample 1
Sanmpl e Language Requesting Clarification OF A
Vague Request

Under Departnental regulations, 43 CFR 2.14(b)(2), the requester nust describe
the records in sufficient detail to enable an enployee familiar with the

subj ect area of the request to locate themwith a reasonabl e anount of effort.
Your request is too general in nature and this office is unable to identify
what specific information you are seeking for a reasonable search as the

regul ati on indi cates.

Pl ease be nore specific concerning the records you are requesting. In
addition, if such information is available, please state (use applicable

| anguage) the date, title or name, author, recipient, and subject matter of
the record. Moreover, the geographical location and time frame for which you
are seeking records have not been defined. It is unclear whether your request
covers only records in this field installation or other Bureau offices.

Pl ease contact the person below if you need nore information on how this

of fices record systemis organi zed, and what records we have which nmay help
you. We will not proceed further with your request until we receive
additional clarification fromyou. |If you have any questions, please contact
(nanme, FAX nunber & tel ephone nunber)
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Sample 2

Sanpl e Language Requesting Clarification of an
Overly Broad Request

We have interpreted your request to nmean ....... Because of the broad nature
of the description of requested information possibly thousands of pages of
docunents m ght be applicable to your request. Below is an estimte of the
costs of providing you with this information.

You may wish to contact this office's FO A Coordinator at (phone nunber) to

di scuss what categories of infornmation are covered by the subject of your FO A
in order to narrow your request, and reduce the estimated costs in review ng
and copying the above files for the responsive information. We will not
proceed further with your request until we receive additional clarification
from you.
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Sample 3

Sanmpl e Language Requesting Fee Waiver Clarification

In your letter you al so sought a fee waiver, however your request did not
provi de enough information to nmake a deterninati on on whet her your request
neets the twofold objectives for fee waivers established by the Departnent of
Justice. Before we can nmake a decision on granting a fee waiver the foll ow ng
nmust be determ ned: Whether disclosure of the information is in the public

i nterest because it (1) is likely to contribute significantly to public
under st andi ng of the operations or activities of the Governnent; and (2) is
not primarily in the conmercial interest of the requester (43 CFR 2.21(a)).

Pl ease provide information in response to the followi ng questions so that we
can deternmine if granting the waiver or a reduction in fees is in the public
interest: (1) In what way does the record requested concern the operations or
activities of the Governnent?; (2) |Is disclosure likely to contribute to
publ i ¢ understandi ng of these operations and activities, and in what way do
you have the know edge and ability to disseminate the information to the
public effectively?;, and (3) Is there a conmercial interest that would be
furthered if the information were disclosed?

Qur initial estimte is that fees for processing your request will be the
fol | owi ng:
Tot al
No. of Units Unit Charges Anpunt
Docunment Search Ti ne:
Clerical 40 hrs.@$ 2.30 1/4 hr. $640. 00
Pr of essi onal or
Manageri al 20 hrs. @$4.65 1/4 hr. 186. 00
Dupl i cati on: 600 pages @$ .13/ page 65. 00
Tot al : $891. 00

If we determne fromyour response that a fee waiver is not justifiable, we

wi || base your costs on your classifying as "other" FO A fee category. W
wi |l continue processing your request when you have responded to the questions
above. |If you have any questions, please contact (nanme, FAX nunber &

t el ephone nunber)
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Sanmpl e 4
Sanpl e Language Notifying The FO A Requester
That The Request WAs Sent To Another BLM Facility
This office has reviewed its files and we are unable to | ocate any records

responsive to your request.

The Bureau of Land Managenent has a decentralized FO A program whi ch neans
that each Bureau installation is responsible for responding to FO A requests

for docunents under its control. Therefore, in accordance with the Departnment
of the Interior regulations (43 CFR 2.15(a)) we are transferring your request
to the State Office at the address below for direct reply to you.

If you have any questions please contact

nunber) .

at (phone nunber and FAX
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Sample 5

Sanpl e Language Notifying the FO A Requester
That the Request WAs Sent to Another Interior Agency,
or other Government Departnent

This office has reviewed its files and we are unable to | ocate any records
responsi ve to your request.

We have determ ned that the records described in your letter may be | ocated at
the Forest Service of the Department of Agriculture. Therefore, we have

forwarded your request to that Agency, which will provide you with a direct
response. |If you wish to contact the Bureau, the mailing address is:
(Narre)

FO A Coordi nat or

Rocky Mount ai n Regi on
11177 W 8th Avenue
Lakewood, Col orado 80775
(Phone Nunber)

Shoul d you have any further questions please contact ne at (phone nunber and
FAX nunber)
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Sanmple 6
Sanple Meno Referring A FO A
To Another BLM Facility or Governnent Agency

Menor andum

To: [BLM State FO A Coordi nator, or Governnent Agency]
From [ BLM FO A Coor di nat or]
Subj ect : Transfer of Freedom of Information Act Request from (nane)

Encl osed is a Freedom of Information Act request from (nane) dated (date) who
is requesting information which appears to be under the control of (name of
BLM facility). This FO A request is being transferred to your office for
direct reply to the FO A requester. W have contacted (FO A requester) that
they will receive a response directly fromyour office.

If you have any questions, please contact (nane, FAX nunber & tel ephone

nunber) .

Encl osure

Page -108-



Sample 7

Sanpl e Language Referring Records To Another Agency For Revi ew

Nane
FO A Coor di nat or
O fice of Surface M ning
Rm 130 South Interior Building
Washi ngton, D.C. 20240

Dear ((Nane):

Wil e processing a Freedom of Information Act (FO A) request from (nane),
dated (date) the Bureau of Land Managenment |ocated three docunments that
originated in your agency. The three docunents are: [Describe docunents or
list on a separate enclosure].

Encl osed are copies of those docunents. W have advi sed (nane) t hat they
will receive a direct response fromyour office. |If you have any questions,

pl ease contact (name, FAX number & tel ephone nunber)

Si ncerely,

(Nare)
Freedom of I nformation
Act O ficer

Encl osur es
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Sanmple 8

Sanpl e Language For Extension OF 10-Day Time Limt

ADDRESS

Dear _(Nane) :

This is in response to your Freedom of Information Act (FO A) request dated
Septenber 1, 1993 addressed to . You requested docunents
concerning mning activities in certain states.

(USE THE FOLLOW NG LANGUAGE FOR THE Cl RCUMSTANCE THAT APPLIES):

l. "Since we nust search for and collect documents from offices other than
the office processing the request, we are taking a 10 working day
extension of response tine provided in the Departnent of the Interior
FO A procedures
(43 CFR 2.17(c)(1))."

. "Since we nmust search for and collect volum nous docunents, we are
taking a 10 worki ng day extension of response tine provided in the
Department of the Interior FO A procedures (43 CFR 2.17(c)(2))."

1. "Since we must coordinate and consult with our Field Ofice personne
[or Solicitor's OFfice] [or Bureau heads], we are taking a 10 working
day extension of response tine provided in the Departnent of the
Interior FO A procedures (43 CFR 2.17(c)(3))."

We will send a final reply to you on or before (10 WORKI NG DAYS FOLLOWN NG THE
FI RST DUE DATE).

Sincerely,

(Nare)
Freedom of I nformation
Act O ficer
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Sample 9

Sanmpl e Language For Delay In Processing Request
(When Request Exceeds The 20-Day Limt)

ADDRESS:

Dear (Nanme) :

This is in regard to your Freedom of Information Act (FO A) request of_(date)
addressed to . You requested_(subject of request). Your request

was received by this office on (date).

(SELECT ONE OF THE APPROPRI ATE PARAGRAPH(S) BELOW:

0 Because of the volum nous records that nmay be responsive to your
request, additional time is necessary to enable us to determnm ne which
records or portions thereof should be provided. Accordingly, we
anticipate a delay in providing you with our final response.

0 The requested docunents have been retired to a Federal records center
We have asked that they be returned to us and will advise you when the
mat eri al becones avail abl e.

0 The records you requested are | ocated at a nunber of our field offices
and at headquarters. The (nanme of responsible office) will be
coordi nating the response since that office has jurisdiction over these
records. As a result, we will need additional time to search for
collect, and review the materi al

0 |In accordance with 43 CFR 2.15(d), we are required to notify the
submitter of material containing conmercial and financial informtion
when we receive a FO A request for that material. The subnmitter has
taken |l onger than anticipated to review the material. W expect to
hear fromthemby (estimated date) and our response to your request
will be forthcom ng.

We expect to conplete our response to you by (specify date). Under 43 CFR
section 2.18, you have the right to appeal this response of your FO A request
by witing to:

Freedom of Information Act Appeals Oficer

O fice of the Assistant Secretary for Policy,
Managenent and Budget

U S. Departrment of the Interior

MS-5412, 1849 C. Street, N W

Washi ngton, D.C. 20240
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Sample 9
Page 2

Your appeal nust be received within 20 working days (Saturdays, Sundays, and
public | egal holidays excepted) after the date of this letter. To expedite a
response, your appeal should include a copy of our original request and a copy
of this response, and wite "FREEDOM OF | NFORMATI ON APPEAL" both on the

envel ope and on the body of your appeal letter. 1In order to expedite the
appel l ate process and insure full consideration of your appeal, your letter
shoul d al so contain a brief statenent of the reasons why you feel this
response is in error.

We regret the delay and appreciate your consideration in this matter. Shoul d
you have any additional questions, please contact (name, phone nunber, and
tel ephone nunber).

Si ncerely,

(Nare)
Freedom of I nformation
Act O ficer
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Sanmple 10
Sanpl e Language Providing The
Di sposition OF A FO A Response

ADDRESS

Dear ((Nane):

This is in regard to your Freedom of Information Act (FO A) request of (date).
Your request for information concerning conplaints filed with the Joint
Pipeline Ofice hotline was received (date). Your request is granted in part.

Al'l nanes and personal identifiers and information which may identify

i ndividuals within these docunments have been deleted in accordance with
exenptions 6 and 7(C), as disclosure of such would constitute a clearly
unwarrant ed i nvasi on of personal privacy. Information directly related to any
ongoi ng investigation being conducted by the Bureau of Land Managenent (BLM
on this issue, has been deleted in accordance with exenption 7(A) of the FOA
as rel ease of these records could reasonably be expected to interfere with

enf orcenent proceedi ngs.

The following information is being wthheld:

Nanes and personal identifiers are being deleted under exenption 6 and 7(C)
of FO A from nenoranda, letters and notes fromthe files of BLM

Al information directly related to an ongoing investigation, is wthheld
under exenption 7(A) of FO A from Menoranda, letters, and notes fromthe
files of BLM

The docunents are presently being copied and the segregation of the
information to be withheld under the FO A exenptions as |listed above is being
conpleted. Al releasable portion of documents will be sent to you as soon as
possi bl e.

You have sought a fee waiver for those docunents requested, however, the fee
incurred is less than $15 and you will not be charged according to 43 CFR
2. 20.

You have a right to appeal this partial denial with the Departnent. Your
appeal should be in witing and shoul d be addressed to:

Freedom of Information Act Appeals Oficer

O fice of the Assistant Secretary for Policy,
Managenent and Budget

U S. Departrment of the Interior

MS-5412, 1849 C. Street, N W

Washi ngton, D.C. 20240
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Sanple 10
Page 2

Your appeal nust be in witing and received no | ater than 20 wor kdays

(Sat urdays, Sundays, and public I egal holidays excepted) after the records
have been nmade avail able. A copy of your original request and this denia

| etter should acconpany the appeal as well as a brief statenent of the reasons
why you believe this initial decision to be in error. The appeal should be
mar ked " FREEDOM OF | NFORMATI ON APPEAL" both on the envel ope and the face of
the letter.

If you have any questions, please call (nane), at (phone nunber and FAX

nunber) .

Si ncerely,

Freedom of I nformation
Act OFficer
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Sampl e 11

Sanmpl e Language | ndicati ng That The Request
Is Being Treated As A FO A

ADDRESS

Dear ((Nane):

This is in regard to your request of (date). You requested a copy of the
Legal Land Description (LLD) data file pursuant to Civ. No. 89-3173(D.D.C.
Decenmber 20, 1993). Your request was received on (date)

LLD data is classified as nonpublic by the Bureau of Land Managenent, and nust
be reviewed to determine if it is releasable under the FOA  Enclosed is the
i nformati on you requested with the follow ng disclainer:

“"No warranty is made by the BLMas to the accuracy, reliability, or
conpl eteness of these data for individual use or aggregate use w th other
data."

The cost of providing the docunments enclosed is as follows: (See sanple with
fee listing).

Pl ease send a check or noney order nmade payable to the Bureau of Land
Managenent at the address bel ow

Bureau of Land Managenent
BLM Addr ess

(FOR WASHI NGTON OFFI CE REQUESTS)

Bureau of Land Managenent
Denver Federal Center, SC-615
P. 0. Box 25047

Denver, Colorado 80225-0047

If you have any questions, please call (nane), at (phone nunber and FAX

nunber) .

Note: In order to charge fees for responding to a request where the requester
has not stated a willingness to pay fees or qualified for a fee waiver, the
Bureau shoul d halt processing of the request, and notify the requester of the
fees involved and obtain their promise to pay the fees (43 CFR 2.20(Q)).
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Sample 12

Sanmpl e Language | ndicati ng That Anot her Government Agency
Should Not File a FO A Request

This is in regard to your Freedom of Information Act (FO A) request of (date)
You requested Autonated Lightning Detection Data on a nonthly basis. A FOA
request can be nade by "any person". The statute specifically excludes
Federal agencies fromthe definition of a "person" (See Doyle v. United States
Dep't of Justice, 494 F. Supp. 842, 843 (D.D.C. 1980). Providing this

i nformati on under the FO A fee schedule is therefore not appropriate.

According to BLM Manual Section 1278, a data sharing agreenent is the approved
i nstrument when the fundanental purpose of the agreenment is to purchase and
exchange informati on between Federal entities when the information is
requested nore than once, and when no funds are involved. This office will be
pl eased to work with you in preparing such an agreenent.

If you have any questions, please call (nane), at (phone nunber and FAX

nunber) .
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Sampl e 13

Sanpl e Language To Requester To Pay Fees
(When Under $250)

The estimated fee for the docunents you have requested is $239.20 cal cul ated
as follows:

Total No. of Units Unit Charge Tota

Search Ti me:
Pr of essi onal 6 hours $4.65 (for each 1/4/hr.) 111. 60
(The first 2 hrs. of search tine are not charged)
Clerical 3 hours $2.30 ( for each 1/4 hr.) 27. 60
Dupl i cation 100 pages $ .13/ page 0
(The first 100 pages of copying costs are not charged)

Total $239.20

Prepaynment is not requested at this tine, however, please furnish a witten
assurance of your willingness to pay the full anpunt for the docunents to
(name of FO A Coordinator). You may wi sh to nodify your request to reduce the
fee at this tine. W wll not start processing your request until this
witten assurance has been received.

Shoul d you agree to the estinated fees, and desire to make paynent now, please
make your check payable to the Bureau of Land Managenent at the foll ow ng
addr ess:

Bureau of Land Managenent
BLM Addr ess

(FOR WASHI NGTON OFFI CE REQUESTS)

Bureau of Land Managenent
Denver Federal Center, SC-615
P. 0. Box 25047

Denver, Colorado 80225-0047

To assist in identifying this paynent, nake reference on the check to FO A
Cont rol No. . |If you have any questions, please call (nane), at

(phone nunber and FAX nunber).
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Sanmple 14
Sanmpl e Language Requesting Advance Paynent
(When Previous Paynents Were Delinquent)

ADDRESS

Dear _(Name) :

This letter is in response to your Freedom of Information Act (FO A) request
of January 5, 1994, concerning (subject) addressed to (nane). This office
recei ved your request on (date)

The estimated fee for the docunents you have requested is $239.20 cal cul ated
as follows:

Total No. of Units Unit Charge Tota

Search Ti me:
Pr of essi onal 6 hours $4.65 (for each 1/4/hr.) 111. 60
(The first 2 hrs. of search tine are not charged)
Clerical 3 hours $2.30 ( for each 1/4hr.) 27. 60
Dupl i cation 100 pages $ .13/ page 0
(The first 100 pages of copying costs are not charged)

Total $239.20

Mor eover, our records show that you owe a bal ance of $150 on a previous
request. Under the Departnment of the Interior's regulations (43 CFR
2.20(h)(2)), we will not begin processing your present request until these
fees are paid in full

Pl ease send a check or noney order nmade payable to the Bureau of Land
Managenment at the address below. In the nmeantinme, your request will be held
until this matter is resolved.

Bureau of Land Managenent
BLM Addr ess

(FOR WASHI NGTON OFFI CE REQUESTS)

Bureau of Land Managenent
Denver Federal Center, SC-615
P. 0. Box 25047

Denver, Colorado 80225-0047

If you have any questions, please call (nane), at (phone nunber and FAX

nunber) .

Page -118-



Sampl e 15
Sanpl e Language When Fees Are Under $15 And
No Paynment |s Required

We are providing the follow ng docunents in response to your request.
for providing these docunents are less than $15 and are not
accordance with 43 CFR 2.20(a)(2).

Fees
bei ng charged in

If you have any questions, please call (nane), at (phone nunber and FAX

nunber) .
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Sampl e 16
Sanpl e Language When Costs Exceed $250 And
Prepaynent |s Requested

ADDRESS

Dear M. (Name)

This letter is in response to your Freedom of Information Act (FO A) request

dated (date) addressed to (nanme). You requested (subject).

Since you fall into the "other" fee category, we estinmate that the fees to
provi de the requested information are as foll ows:

Jotal No. of Units Unit Charge Tota
Search Ti me:
Pr of essi onal 6 hours $4.65 (for each 1/4/hr.) 111. 60
(The first 2 hrs. of search tine are not charged)
Clerical 3 hours $2.30 ( for each 1/4hr.) 27. 60
Dupl i cation 100 pages $ .13/ page
0

(The first 100 pages of copying costs are not charged)

Tot a
$239. 20

In accordance with 43 CFR 2.20(h) (1), where it is anticipated that all owable
fees are likely to exceed $250 and the requester does not have a history of
pronmpt paynment of FO A fees, the Bureau of Land Managenent nay require the

requester to nake an advance paynent. Please send a check or noney order nade

payable to the Bureau of Land Managenent at the address below. |In the
meantime, your request will be held until we have been notified of your
payment .

Bureau of Land Managenent
BLM Addr ess

(FOR WASHI NGTON OFFI CE REQUESTS)

Bureau of Land Managenent
Denver Federal Center, SC-615
P. 0. Box 25047

Denver, Colorado 80225-0047

To assist in identifying this paynent, nake reference on the check to FO A
Control No. __
If you have any questions, please call (nane), at (phone nunber and FAX

nunber) .
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Sampl e 17
Sanpl e Language Wien Records Wul d Have To Be Created O
Reply To Questions Wuld Have To Be Provided

ADDRESS

Dear M. (Name)

This letter is in response to your Freedom of Information Act (FO A) request
dated (date) addressed to (nanme). You requested on floppy diskette a |ist of
awards given in the Bureau between 1990 and 1994 in each state office
according to certain specifications. You also asked several questions
concerning the awards program and its nmanagenent.

We have conferred with Bureau offices and were unable to | ocate any records
responsive to your request in the format you requested.

The FO A requires agencies to furnish copies of existing records only, and not
provide information in reply to questions. Under 43 CFR 2.14(c), the Bureau
is not required to create or conpile a record to respond to a FO A request.
The Act applies only to records in existence at the tine the request is made.
Under 43 CFR section 2.18, you have the right to appeal this response by
writing to:

Freedom of Information Act Appeals Oficer

O fice of the Assistant Secretary for Policy,
Managenent and Budget

U S. Department of the Interior

MS-5412, 1849 C. Street, N W

Washi ngton, D.C. 20240

Your appeal nust be received within 20 working days (Saturdays, Sundays, and
public |l egal holidays excepted) fromthe date of this letter. To expedite a
response, your appeal should include a copy of our original request and a copy
of this response, and wite "Freedom of Information Act Appeal" should be

mar ked both on the envel ope and on the body of your appeal letter. |n order
to expedite the appellate process and ensure full consideration of your
appeal, your letter should also contain a brief statenent of the reasons why
you feel this response is in error

If you have any questions, please call (nane), at (phone nunber and FAX

nunber) .

Si ncerely,

(Nare)
Freedom of I nformation
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Sanmpl e 18
Sanpl e Language For No Record Response
(No Records Can Be Located)

We have reviewed our files and were unable to | ocate any records responsive to
your request. Under 43 CFR section 2.18, you have the right to appeal this
response by witing to:

Freedom of Information Act Appeals Oficer

O fice of the Assistant Secretary for Policy,
Managenent and Budget

U S. Department of the Interior

MS-5412, 1849 C. Street, N W

Washi ngton, D.C. 20240

Your appeal nust be received within 20 working days (Saturdays, Sundays, and
public | egal holidays excepted) fromthe date of this letter. To expedite a
response, your appeal should include a copy of our original request and a copy
of this response, and "Freedom of Information Act Appeal" should be narked
both on the envel ope and on the body of your appeal letter. |In order to
expedite the appell ate process and ensure full consideration of your appeal
your letter should also contain a brief statement of the reasons why you fee
this response is in error.

If you have any questions, please call (nane), at (phone nunber and FAX

nunber) .
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Sampl e 19
Sanmpl e Language Wt hhol di ng Records Under FO A Exenptions
(When No "Harm Statement” |s Necessary)

ADDRESS

Dear _(Nane) :

This is in response to your Freedom of Information Act request of (date)
addressed to (nane). This office received your request on (date). You
requested the location and production information for the |ast year concerning
the Craig 1 E well.

You request is being provided in part, and denied in part. W are releasing
wel |l location maps and well bore diagranms. The follow ng docunents are
protected under FO A exenption 4, as "trade secrets and comercial or
financial information obtained froma person that is privileged or
confidential": (1) Production logs dating form 1993 to 1994, and (2)

geol ogi cal studies around the well cite.

The person responsible for this partial denial (or denial- when al
information is withheld) is [(name) and/or] the undersigned. Under 43 CFR
section 2.18, you have the right to appeal this partial denial (or denial-
when all information is withheld) of your FO A request by witing to:

Freedom of Information Act Appeals Oficer

O fice of the Assistant Secretary for Policy,
Managenent and Budget

U S. Department of the Interior

MS-5412, 1849 C. Street, N W

Washi ngton, D.C. 20240

Your appeal nust be received within 20 working days (Saturdays, Sundays, and
public |l egal holidays excepted) fromthe date of this letter. To expedite a
response, your appeal should include a copy of your original request and a
copy of this response, and "Freedom of Information Act Appeal" shoul d be

mar ked both on the envel ope and on the body of your appeal letter. |n order
to expedite the appellate process and insure full consideration of your
appeal, your letter should also contain a brief statenent of the reasons why
you feel this partial denial (or denial- when all information is withheld) is
in error.

If you have any questions, please call (nane), at (phone nunber and FAX

nunber) .
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Sanmpl e 20
Sanmpl e Language Denying A Fee Wi ver
(After Explanation By FO A Requester WAs Provided)

In your request you al so sought a fee waiver. The Departnment of the Interior
regul ations state that "..... docunents shall be furnished wi thout charge
...if disclosure of the information is in the public interest because it (1)
Is likely to contribute significantly to public understanding of the
operations or activities of the Governnment, and (2) Is not primarily in the
commercial interest of the requester." Your request did not contain
sufficient evidence to explain why the information would likely contribute to
an under st andi ng of specific government operations or activities, and

di scl osure would contribute to the understanding of the public at |arge.
Therefore, we are denying your request for a waiver pursuant to 43 CFR
2.21(a).

Under 43 CFR section 2.18, you have the right to appeal this denial to your
fee wai ver request by witing to:

Freedom of Information Act Appeals Oficer

O fice of the Assistant Secretary for Policy,
Managenent and Budget

U S. Department of the Interior

MS-5412, 1849 C. Street, N W

Washi ngton, D.C. 20240

Your appeal nust be received within 20 working days (Saturdays, Sundays, and
public |l egal holidays excepted) fromthe date of this letter. To expedite a
response, your appeal should include a copy of our original request and a copy
of this response, and "Freedom of Information Act Appeal" should be narked
both on the envel ope and on the body of your appeal letter. |In order to
expedite the appell ate process and insure full consideration of your appeal
your letter should also contain a brief statement of the reasons why you fee
this denial is in error.

If you have any questions, please call (nane), at (phone nunber and FAX

nunber) .
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Sampl e 21
Sanmpl e Language For Privacy Act Protected Records
(To Person Who |I's Subject O File)

In your Freedom of Information Act request you requested any files which
contain informati on of any kind on yourself which may be | ocated anywhere
within the Bureau of Land Managenent.

Because some of the information requested falls under a Privacy Act System of

records, in order to release records that are protected by the Privacy Act, we
nmust have a statenent indicating that you are in fact (requester's nanme), and

that you authorize release of your personnel records to you at the address

i ndi cated above.

Once we receive this information, you will be notified of the fees for copying
the Privacy Act files, and fees incurred for providing you with the other
i nformati on covered by your FO A request, which will be cal cul ated using the

FO A fee schedul e.

If you have any questions, please call (nane), at (phone nunber and FAX

nunber) .

Si ncerely,

(Nare)
Freedom of I nformation
Act O ficer
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Sampl e 22

Sanmpl e Language To A Requester For
Privacy Act Protected Records OF Another Person
(Third Party Requester)

You requested informati on on an enpl oyee's conduct investigation concerning at
the District Ofice.

The informati on which you seek is nmaintained in the Enpl oyee Conduct
Investigation File is a Privacy Act System of Records (LLM 20) and protected
under the Privacy Act (5 U.S.C. 551a). The information is also withhol dabl e
under Exenption 6 of the Freedom of Information Act (FOA), as it concerns
"personnel and nmedical files and simlar files; the disclosure of which would
constitute a clearly unwarranted invasi on of personal privacy."

Interior guidelines on the Privacy Act (43 CFR 2.56) require witten consent
of the individual to whomthe records pertains before that record can be

rel eased except under exceptions designated in the 43 CFR 2.56(b) & (c). No
docunents can therefore be released at this tine w thout that consent.
Attached is an affidavit which will be required fromthe subject of the file
to consent to rel ease of the docunents requested.

The person responsible for this denial (or partial denial) is [(nane) and/or]
the undersigned. Since this information is also w thhol dable under the FO A,
this is to notify you of your appeal rights by witing to:

Freedom of Information Act Appeals Oficer

O fice of the Assistant Secretary for Policy,
Managenent and Budget

U S. Departrment of the Interior

MS-5412, 1849 C. Street, N W

Washi ngton, D.C. 20240

Your appeal nust be received within 20 working days (Saturdays, Sundays, and
public | egal holidays excepted) fromthe date of this letter. To expedite a
response, your appeal should include a copy of our original request and a copy
of this response, and wite "Freedom of Information Act Appeal" both on the
envel ope and on the body of your appeal letter. |In order to expedite the
appel | ate process and insure full consideration of your appeal, your letter
shoul d al so contain a brief statenent of the reasons why you feel this
response is in error.
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Sanpl e 22
Page 2

PRI VACY ACT STATEMENT: The purpose of this solicitation is to ensure that the
records of individuals who are the subject of Bureau of Land Managenent
systenms of records are not wongfully disseni nated by the Bureau

Pursuant to 5 U.S.C. 552a(b) | authorize the Bureau of Land Managenent to
rel ease any and all information relating to ne to the foll ow ng person:
(Nane), (attorney or other designee).

| certify that | amthe person nanmed above and | understand that any
falsification of this statenent is punishable under the provisions of 18
U.S.C. Section 1001 by a fine of not nore than $10, 000 or by inprisonment of
not nmore than five years or both, and that requesting or obtaining any
record(s) under false pretenses is punishable under the provisions of 5 U S.C
552a(1)(3) by a fine of not nore than $5, 000.

Si gnhat ure

Dat e
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Sampl e 23

Sanpl e Language Notifying That The Miultiple FO As
Are Being Aggregated And Fees WII| be Charged

You requested information concerning the adoption of wild horse and burros.
The State O fice also received letters fromyou on April 3, 1994, May 5, 1994,
and May 6, 1994 concerning the same subject.

According to Departnent of Interior regulations, where there is reasonable
basis to conclude that a requester has divided a request into a series of
requests on a single subject or related subjects to avoid assessnent of fees,
the requests may be aggregated and fees charged accordingly under 43 CFR
2.20(a)(3).

Aggregating the fees charged for processing your requests, the cost of
provi di ng the docunents enclosed is as follows: (See sanple with fee listing)

Pl ease send a check or noney order nade payable to the Bureau of Land
Managenment at the address bel ow

Bureau of Land Managenent
BLM Addr ess

(FOR WASHI NGTON OFFI CE REQUESTS)

Bureau of Land Managenent
Denver Federal Center, SC-615
P. 0. Box 25047

Denver, Colorado 80225-0047

If you have any questions, please call (nane), at (phone nunber and FAX

nunber) .
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Sanmpl e 24

Sanmpl e Language For Rel ease OF Dat abase
I ncluding Disclainer Statenents

As indicated on the |abel on the tape being provided, the database you
requested is being provided with the follow ng disclaimer: (Choose one of the
t hree bel ow dependi ng on the record access category the systemfalls
under) (al so refer to Manual Section 1278):

Category 1 "No warranty is nmade by the Bureau of Land

or 2: Managenent for use of the data for purposes not intended by BLM™"
Cat egory 3: “"No warranty is made by the BLM as to the
(Unverified accuracy, reliability, or conpleteness of
or Draft these data for individual use or aggregate

Dat abases) use with other data."

*** (NOTE: DI SCLAI MERS SHOULD BE MARKED ON EACH PAGE OF A COMPUTER PRI NTOUT
FROM A BLM DATABASE) .

The costs for providing this information are item zed bel ow
CPU Cost s
etc.

Pl ease send a check or noney order nmade payable to the Bureau of Land
Managenment at the address bel ow

Bureau of Land Managenent
BLM Addr ess

(FOR WASHI NGTON OFFI CE REQUESTS)

Bureau of Land Managenent
Denver Federal Center, SC-615
P. 0. Box 25047

Denver, Colorado 80225-0047

If you have any questions, please call (nane), at (phone nunber and FAX

nunber) .
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Sanmpl e 25

Sanpl e Language Fol |l owi ng A Wt hdr awal
O A FO A Appeal

ADDRESS

Dear ((Nane):

This is in regard to your February 5, 1994, Freedom of Information Act (FO A)
Appeal for non-response to your Freedom of Information Act request dated
January 20, 1994. On February 2, 1994, this office informed you that the

i nformati on you requested concerni ng a menorandum regardi ng i ncreases in
mning fees did not exist in this office.

Fol | owi ng your appeal you contacted the FO A Coordinator at this office, and
di scussed other information which nmay satisfy your interest in this area. On
February 10 you stated you would be satisfied with the information provided,

and agreed to withdraw your appeal.

Accordingly, please provide the Departnent of the Interior FO A Appeal Oficer
with a letter formally withdrawi ng your appeal, or contact himdirectly at the
addr ess bel ow

Freedom of Information Act Appeals Oficer

O fice of the Assistant Secretary for Policy,
Managenent and Budget

U S. Department of the Interior

MS-5412, 1849 C. Street, N W

Washi ngton, D.C. 20240

(202) 208-xxxx

If you have any questions, please contact (FO A Coordinator) at (phone nunber
and FAX nunber).

Sincerely,

(Nare)
Freedom of I nformation
Act O ficer
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APPENDI X 3

FREEDOM OF | NFORVATI ON ACT HANDBOOK

(383 DM 15)

NOTE: This handbook is not avail able el ectronically
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APPENDIX 4

UNITED STATES DEPARTMENT OF THE INTERIOR
BUREAU OF LAND MANAGEMENT
WASHINGTON, D.C. 20240
February 10, 1999
In Reply Refer To:
1270 (520)P
Affects DW-96-4005
& Change 1
BLM Manual 1270-2
EMS TRANSMISSION 02/12/99
Instruction Memorandum No. 99-063
Expires: 9/30/00

To: All WO Office and Field Office Officials
From: Assistant Director, Information Resources Management
Subject: Cost Recovery Fee Schedule for Public

This Instruction Memorandum (IM) reissues the cost recovery fee schedule which expired on October 1,
1998, to provide field office Information Access Centers with current guidance on collecting costs for sales
to members of the public. Office of Management and Budget (OMB) Circular A-130 permits Federal
agencies to collect the actual costs for providing copies of information to members of the public.
Consistent with OMB guidance, the Bureau of Land Management (BLM) has traditionally sold copies of
records and information to members of the public.

Attached is the BLM Cost Recovery Fee Schedule. Please note that it does not include costs for copies of
data and reports that will be generated from the land and resource information systems. Cost Recovery
rates for these systems will be issued separately.

Although the BLM offices have attempted to standardize as much as possible, some offices may still have
unique equipment and data. Circumstances can occur when a member of the public requests copies of
information or data for which no fee is listed. When these unique situations occur, the State Records
Administrator should develop an estimate of the costs involved. Please forward the suggested fee and
justification to Wendy Spencer, Bureau Records Administrator for review. Recurring requests that are
common to more than one office will be placed on an updated Cost Recovery Fee Schedule and distributed
by a future IM.

If you have any questions about this IM, please contact Wendy Spencer at (303) 236-6642.

Signed by: Authenticated by:

Michael D. Nedd Robert M. Williams

Acting Assistant Director Directives, Records
Information Resources Management & Internet Group, W-0540

1 Attachment
1- Cost Recovery Fee Schedule (7 pp)
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Cost Recovery Fee Schedule

PRODUCT/SERVICE

STANDARD COPIES
8% x1lupto 11 x17

COLOR COPIER COPIES
8% x11
8 Y x14
11 x 17

NON-STANDARD SIZED COPIES
(Any size large on a copy
machine

than Standard copies)

(i.e., copies

from 2510 or 2520)

XEROX 2080 or EQUIVALENT
COPIES

FICHE COPIES
(STANDARD/NON-STANDARD
SIZED)

MICROFILM AND APERTURE
CARD COPIES

FAX TRANSMISSIONS

CURRENT RATE

$0.13/p on a copy
machine

$0.20/p
$0.30/p
$0.40/p

$2.75/p

$4.20/p

$1.10/p

$1.10/p

$1.10/p
+ Research time
+ Any duplication fee
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DESCRIPTION

All paper copies,

COMMENTS

Dept. Regulations

sized as shaéppendix A43 CFR Part 2,

reproduced

All paper copies,
sized as shown,
reproduced on a
color copier

All paper copies,
sized as shown,
reproduced

Paper copies
produced by a Xerox
2080 or equivalent
machine

All paper copies
produced from
micrographics
reader/printer

All paper copies
produced from
micrographics
reader/printer

Documents sent via
fax machine

Rates revised per
figures from the Oregon
State Office




PRODUCT/SERVICE

RESEARCH
(for non-FOIA requests)

SEARCH/REVIEW
(for FOIA Dept. requests)

APERTURE CARDS AND FICHE
DUPLICATES

MAPS (Published)

MAPS (Published)

O&G SALES LIST/
GEOTHERMAL SALES
LIST/NONCOMPETITIVE LANDS
AVAILABLE LIST

0&G RESULTS LIST
GEOTHERMAL RESULTS LIST -
COMP & NONCOMP

PUBLICATIONS

INFORMATION ACCESS
CENTER COMPUTER
PRINTOUTS

CURRENT RATE

$18.60/hr
(Computer
Professional)

$ 8.40/hr
(Clerical or IAC
employee)

$ O/under

1/4 hour

$18.60/hr
$ 9.20/hr

$.50/fiche

Various Prices

$4/map

$10/Over 250 pages
$5/ up to 250

Free for one page.
$5 for more than one

page
Actual Cost

$.75/p
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DESCRIPTION

Automated data
compilation,
manipulation, or
searching
Information Access
Center \

Total time taken to
locate a record
when such time
exceeds

15 minutes
(Charge by 15
minute increments)

Professional
Clerical

Duplicate Celluloid

Maps produced by
other agencies

All other maps sold
to the public

Paper copies of
either Sales or
Results list

Hard copy of print
outs produced in the
Information Access
Center on printer
from computer

COMMENTS

43 CFR Part 2
Appendix A Regulations

Includes USGS
at their established
price

Will remain consistent
with established USGS
prices for sales to
individuals

Policy set forth by WO
Fluid Mineral Div.

Rate for more than one
page is base on BLM's
experience

Only for Case from
Recordation, ORCA,
Mining Claim
Recordation online
reports (i.e.,Serial
Register/Case Abstract
Page)

Note: See fee schedule
for cost of copies from
land and resource
information systems




PRODUCT/SERVICE

ALL PLOTTER

PATENTS

CERTIFICATION OF RECORD

MAILING COSTS

$3 MINIMUM COLLECTION

AERIAL PHOTOGRAPHS,
ORTHOPHOTO QUADS, AND 7.5
MINUTE QUADS

CURRENT RATE DESCRIPTION

$7.50/ paper product 28 by 32 inch paper

copy
28 by 32 inch mylar

copy

$16/ mylar product

+$8 Administrative fee
rate

$15/per patent Paper copy of
Patent
from bound volume

at ESO only

$.25/per certification

Actual Cost of
postage plus cost of
mailing container

The $3 minimum fee
waiver is discretionary
for mail, telephone,
and fax requests.

The BLM will continue
to coordinate with the
USGS on the cost
recovery rates for
these products. The
USGS rate for 7.5
Minute Quads is $4
per quad.
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COMMENTS

Minimum rates based
on BLM experience
Subject to revision
based

on additional experience
Rate added to paper
and mylar products

Set fourth in 43 U.S.C.
1460

Rates can be
determined using Postal
Service Rate

Chart, "Postage Rates,
Fees, and Information”
+

rates for mailing
containers




PRODUCT/SERVICE

RETRIEVING INFORMATION

WEB SITE INFORMATION AND
DATA BASES PROVIDED FOR
THE PUBLIC

LAND AND RESOURCE
INFORMATION SYSTEMS
REPORTS

REQUESTS FOR DATA/
INFORMATION FROM
MICROCOMPUTER

CURRENT RATE DESCRIPTION

The retrieval of
information from one
BLM office to another
will be accomplished
electronically. No
fees will be collected
for on-line retrieval at
this time. Cost
recovery rates will
apply to copies
requested by the
public.

Information and data
bases, such as
GCDB data or GIS
data provided on
web sites for the
convenience of the
public

No charge

See fee schedule for
cost of copies from
land and resource
information systems

$8 Admin Fee

+ Research time
(Personnel time
required to process
request at the
automated data rate)
+ Cost of Floppy,
Cassette, or CD-ROM
+ $.13 per page (if
provided in paper
format)
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COMMENTS

Offices may elect to
place publicly available
data bases on web
sites for free public
viewing if more cost
effective than handling
traditional requests for
information




PRODUCT/SERVICE

Rates for ADP Requests from
PRIME Level A Computer, AlX,
ARC/INFO on the SUN
workstations

Rates for Eastern States (ES)
General Land Office Optical
System (GLO)

GLO retrieval

Fax Server

Paper (Same as Standard Copies)

Rates for ADP Request from
DPS 6+*
Raw Data; No formatting

CURRENT RATE DESCRIPTION

$8.00 Admin Fee
+CPU and I/O for
Prime only

$0.0019 per CPU
seconds (equivalent to

$.11 per CPU
minute)

$0.0027 per 1/0
second (equivalent to
$.16 per I/O minute)
+ Research Time
(Personnel time
required to process
request at the
automated data rate)
+ Cost of Cassette,
Tape, Floppy disc,
cassette tape, CD-
Rom, and other
media used to
disseminate
electronic information.
+ $.13 per page for 8
1/2" X 11 up to 11" X
15" inch printouts.
See plotter rates for
plotter outputs.
+ Postage

$2 cost/query session
minute

$.13/p

$.13/p

$8 Admin Fee

+ $.04 per Kilobyte

+ Research Time (see
Research Time above)
+ Cost of Cassette,
Tape, or Floppy

+ Postage
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PRODUCT/SERVICE

Rates for ADP Request from
DPS 6+
Data with Special Formatting

Rates for ADP Request from
DPS 6+
Hard Copy Printouts

Rates for DPS 8000*
Batch Processing

Time Sharing

CURRENT RATE

$8 Admin Fee

+ $.08 per Kilobyte

+ Research Time (see
Research Time above)
+ Cost of Cassette,
Tape, or Floppy

+ Postage

$8 Admin Fee

+ $.04 per kilobyte

+ Research Time (see
Research Time above)
+ $.13 per page

+ Postage

Processor time
$0.9657 /IMINUTE
Core memory$0.0007
/K WORDS

1/0 channel time

Tape drives
$0.9722 ITAPE
DRIVE

Sysout: printer

Sysout: punch
$2.8518 /K
RECORDS
Jobs

Connect time
$0.0417 /IMINUTE
Disk 1/0

Memory time
$0.0000 /BLK X
MILLISEC/1K*

Transmission
$0.0000
/CHARACTER*
Sessions
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DESCRIPTION COMMENTS

$0.0585 /MINUTE

$0.0586 /K LINES

$0.0000 /JOBS*

$0.0000
/REQUEST*

$0.4728 /SESSION




PRODUCT/SERVICE

DMIV-TP

Communications

Application Labor

CURRENT RATE

Physical 1/10
$0.0003 /PHYSICAL
1/0

Transactions
$0.0046
/ITRANSACTION
Elapsed time
$0.6858/MINUTE

Disk storage, on-line

Disk storage, off-line

Tape library, on-site

Tape library, off-site

Operation &
maintenance

Development

DESCRIPTION

$0.0032 /LLINK
USED/DAY
$0.0000 /LLINK
ALLOCATED*

$0.0000 /REEL*

$0.0000 /REEL*

$22.6555 /HOUR

$46.6116 /HOUR

COMMENTS

TABLE OF EQUIVALENTS

Platform
DPS 6+
Prime

DPS 8000
DPS 8000
1,026 Bytes

Value
Sectors
Record
Llink

Blink

1 Kilobyte

Bytes
256 Bytes
2,048 Bytes
1,280 Bytes

76,800 Bytes
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